An Introduction to Exercise
Design Workshop

SPONSORED BY: THE SOUTHWEST FLORIDA HEALTHCARE COALITION
DATE: SEPTEMBER 20, 2023




Course Objectives

* Provide an overview of the Homeland Security Exercise and Evaluation
Program (HSEEP).

 Understand and apply FORMULA to design an exercise.

 Share best practices and practical development tips for exercise
design and conduct.

ﬂ ALLCLEAR

EMERGENCY MANAGEMENT GROUP




Agenda

* |ntroductions and Workshop Overview
 Understanding HSEEP

* EXxercise Program Management
o Design and Development
o Conduct
o Evaluation
o Improvement Planning

* Wrap Up and Adjourn
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Introductions and Overview
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SOUTHWEST FLORIDA

HEALTHCARE
This workshop COALITION
Is sponsored
by: HEALTOHFPSLQLIJ\ITI\:'IVIJIEC-; TC(F)LU NCIL
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What to Expect

Facilitator instruction

Group discussion

Polling questions

Individual activities in your workbook
Breaks are built in
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~ Chat

- enrrET Choose Breakout Room

v Participants (1)

" (Host, me, participant ID: 3490

Closed Caption is available

U

Mute Unmute

Stop Video

Spotlight Video

Rename é

Make Host

sign To Type Closed Caption

Breakout Rooms
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Ice Breaker
Polling Activity

EMERGENCY MANAGEMENT GROUP

To Participate:

o Scan the QR Code

o Input www.PollEv.com/allclear682 into
your web browser.

o Click on the link in the Chat

Optional: Enter your name
Answer the questions as they appear.


http://www.pollev.com/allclear682

What type of organization are you representing? (i.e., LTC, Hospital, SNF, etc.)

Nobody has responded yet.

Hang tight! Responses are coming in.

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



How many exercises have you participated in?

| 0%
| 0%
| 0%
| 0%

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



What are you hoping to gain from today's workshop?

Nobody has responded yet.

Hang tight! Responses are coming in.

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app
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Understanding HSEEP




What is an Exercise?

A method for building preparedness by providing
a low-risk environment in which you can
o Test and validate plans, policies, procedures, and
capabilities.

o ldentify gaps, areas for improvement, best practices
and areas of sustainment.
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Homeland Security Exercise and Evaluation
Program (HSEEP)

* A consistent approach to capabilities-based exercise program
management that uses a common methodology to measure

progress toward building, sustaining and delivering core
capabilities

e Set of guiding principles and common approach




HSEEP Fundamentals

* Program management

* Design and development
 Conduct
e Evaluation Exercise Cycle

* Improvement Planning
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HSEEP Fundamental Principles

Guided by senior leaders

Capability based, objective driven
Utilizes a progressing planning approach
Whole community integration

Informed by risk

Common methodology
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Myths and Facts of HSEEP

« HSEEP Compliant vs. Consistent

« HSEEP provides guidance and tools for designing
and developing a successful community exercise; it
does not mandate the alignment to a specific MYTHS

format.

* There is no such thing as being HSEEP-certified only
that you completed the HSEEP course (L/K 0146)

« HSEEP Templates are not required by FEMA (only an
option for you to use) &
N
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Questions
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Project initiating

100%

Create Project Charter 1009

GO /NO GO 100%

Project Planning 78%
WBS 100%
Resources 80 %
Schedule 80%
Costs 75%
Planning finished 0%

Project Execution 22%

Subtask 1 34%
Initiating 100%
Executing 40%
Deliverable Q¢
I Subtask 2 9%

Exercise Program Management

Initiating

Executing ‘

De jverable
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Exercise Cycle
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What is an Exercise?

A method for building preparedness by providing
a low-risk environment in which you can
o Test and validate plans, policies, procedures, and
capabilities.

o ldentify gaps, areas for improvement, best practices
and areas of sustainment.
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Types of Exercises

Discussion-Based

o Seminar

o Workshop

o Tabletop Exercise (TTX)
o Game

Operations-Based

o Dirill

o Functional Exercise (FE)
o Full-Scale Exercise (FSE)

In the Chat: What type
of exercise do you

most often participate
in and why?




Discussion-Based: Seminar

* Training staff on a plan or procedure

e Plan orientation

e Review of assets

Example: Introducing a new decontamination tent to your staff.
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Discussion-Based: Workshop

* Focus on developing a product

* Process development

Example: Workshop to develop a plan to transport your residents
to an alternate care site.

Example: Workshop to develop a tabletop exercise.
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Discussion-Based: Tabletop

 Assess and discuss plans, policies, procedures

e l|dentify gaps in the process
e |dentify areas to sustain in the process

* |dentify best practices

Example: Tabletop exercise to evaluate your organization’s incident
management activation process.
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Discussion-Based: Game

 Evaluate teams’ decision making when presented with scenario
elements.

« Compete and collaborate
 Validate plans
* EXxplore consequences

Example: Law enforcement virtual reality training.
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Questions
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Operations-Based: Drill

* Single agency or organization

* Reinforcing skills through training
* Validating procedures
* Testing a single process

Example: Call down drill for staff that are on-site using radios.
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Operations-Based: Functional

* Multiple processes

* Validating and/or evaluating capability
 Added realism with functionality (communications, injects, etc.)

 Simulated components (i.e., community partners, movement of
resources.)

Example: Internal response to a missing child.
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Operations-Based: Full-Scale

* Multi-agency participation

« Complex real-time response
 Mobilization and deployment of assets

e Actors

Example: Facility evacuation due to a wildfire.
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What Does CMS Say About Exercises?

* For providers of inpatient services:

o Conduct two emergency preparedness testing exercises annually. (1 Required
and 1 Exercise of Choice)

 For providers of outpatient services:
o Year 1 (Required Exercise)
o Year 2 / Opposite Year (Exercise of Choice)

* Include “conducting an assessment” and “documentation”
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Defining ‘Required’ vs. ‘Exercise of Choice’

CMS defines the testing exercises required under the emergency
preparedness regulations in two categories.

1. full-scale, functional, and individual-facility-based exercises as the
"required"” exercises; and

2. mock disaster drills, table-top exercises, or workshops as the
"exercises of choice," which could also include the full-scale
functional and individual-facility based exercises.
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Understanding the Requirement

Required Exercise Exercise of Choice

Full Scale Community Exercise (Operations- Mock Disaster Drill (Operational Component): An
based): Multi-agency, multijurisdictional, with activity testing or evaluating a single operation or
operational, ‘boots on the ground’ functions. function.

Tabletop Exercise (Discussion-based): Key personnel
Functional Exercise (Operations-based): discussing activity related to a simulated scenario.
Testing multiple functions or sub-functions, Workshop (Discussion-based): A planning
real-time environment. There does not have to meeting/workshop, which establishes the strategy and
be movement of resources. (If FSE is not structure for an exercise program as defined in HSEEP
available)** guidelines. (CMS language)* *
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Activity Time!

In the chat or by In the chat or by
unmuting: What are the unmuting: What are the
pros of a discussion-based cons of an operations-

exercise? based exercise?




Questions
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Desigh and Development
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Exercise Cycle
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Exercise Design Process

F. Focus on research

O. Organize planning team

R. Refine scope and objectives

M. Measurable evaluation criteria

U. Unveil a scenario

L. Lay out documentation

A. Account for resource needs and logistics
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F: Focus on Research

* Integrated Preparedness Plan

* Risk Assessment
e Accreditation Standards or Requirements

* Previous Improvement Plans

Outcome: An understanding of intent of exercise and type of exercise.
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0. Organize a Planning Team and Meetings

 Choosing a ‘champion’ to lead your team.

o Setting a timeline with milestones

o Moving process forward In the Chat or by
 Select key representatives from your unmUtmg' What

organization have you done to
* Incorporate community partners or agencies engage your

leadership?

Outcome: An identified planning team.




0. Organize a Planning Team and Meetings
(Cont.)

Exercise Planning Meetings
o Concepts and Objectives Meeting
o Initial Planning Meeting
o Mid-Term Planning Meeting
O
O

Master Scenario Events List (MSEL) Meeting
Final Planning Meeting

Outcome: A schedule for meetings and a draft project
management plan.
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0. Organize a Planning Team and Meetings
(Cont)

Send a read ahead packet out before the meeting.
o Agenda, draft documents, reference documents

* Use the time in between meetings wisely.

* Spread the development out over the timeline to avoid crunch right before
exercise.

 Conduct a site visit as part of the MPM or FPM.

* You can combine Concept and Objectives Meeting with Initial Planning
Meeting .

* You can combine Mid-Term Planning Meeting with Master Scenario Events
List Meeting.
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R: Refine Scope and Objectives

* Utilize exercise planning meetings

 Limitthe number of objectives to those that can be reasonably
addressed and evaluated during exercise conduct

* Develop objectives following SMART guidelines
« Map each objective back to Core Capabilities

Outcome: A well defined scope and SMART
objectives for your exercise.
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R: Refine Scope and Objectives (Cont.)

| SMART Guidelines for Exercise Objectives

Specific /@ Objectives should address the five Ws- who, what, when, where, and why. The
P \{/ objective specifies what needs to be done with a timeline for completion.

Objectives should include numeric or descriptive measures that define
Measurable III quantity, quality, cost, etc. Their focus should be on observable actions and
. outcomes.

> Obijectives should be within the control, influence, and resources of exercise
Achievable <CJ’ J

play and participant actions.

Obijectives should be instrumental to the mission of the organization and link
Relevant Oa t ) Ll 9
o its goals or strategic intent.

: A specified and reasonable timeframe should be incorporated into all
Time-bound objectives.
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Activity
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To Participate:

o Scan the QR Code

o Input www.PollEv.com/allclear682 into
your web browser.

o Click on the link in the Chat

Optional: Enter your name
Answer the questions as they appear.


http://www.pollev.com/allclear682

"Improve Happy Valley's internal communications process in response to a power outage" is a
SMART objective.

0% 0%

L] L]
True False

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app




"increase the throughput rate to a minimum of 300 individuals per hour, as measured by the
number of individuals processed through the POD in a one-hour period" is a SMART objective.

0% 0%
L L
True False

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



Take 15 Minutes and complete activities
1 - 3 in your workbook.

Individual
Workbook
Activity

In the chat or by unmuting:
What thoughts or questions do
you have about the workbook
activities?




M. Measurable Evaluation Criteria

e Determine number of functions to be evaluated

e Determine number of locations
o Think about if one evaluator can cover all the sites listed for that function.

* Review plans, procedures or policies for expected actions

Outcome: Assigned evaluators and a thorough Exercise Evaluation Guide
detailing out expected actions.
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M. Measurable Evaluation Criteria

Tips for evaluation
o Subject Matter Expertise of evaluators
o Exercise Evaluation Guide Templates
o Printed EEGs for Evaluators
o Take notes
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U. Unvelil a Scenario

 Focus on objectives

 Maintain scope of exercise
* Don’t overwhelm participants
 Think realistic, not catastrophic

Outcome: A well crafted scenario that drives
exercise participation.
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L. Lay Out Documentation

* Sign in Sheets « Master Scenario Event List (FE,
. Situation Manual (TTX) FSE)
»  Exercise Plan (FE, FSE) * Player Handout
e Multimedia Presentation * Exercise Evaluation Guide
» Controller/Evaluator Handbook * Participant Feedback Form
(FE, FSE) . é}l‘genr Action Report/Improvement

Outcome: Identify the exercise documents you need to
complete based on the type of exercise you are designing.
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A. Account for Logistics

* Printing * Volunteer Management

« Room Setup * Exercise materials and equipment
o  Vests

 Building Access/Badges . Badges

* Signage, Public Notices  Radios

. Food Ordering « Safety - weapons checks, weather, hazards

Outcome: A plan to address any needs related to exercise
logistics.
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A. Account for Logistics

e Communications Plan
o Exercise Control

o Exercise Play

o SimCell
*  Exercise staff training Outcome: A plan to address any
Assignments needs related to exercise
Review all documents logistics.

Safety

EEG completion

Day of exercise timeline
Communications

O O O O O O
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Exercise Design Process

F. Focus on research

O. Organize planning team

R. Refine scope and objectives

M. Measurable evaluation criteria

U. Unveil a scenario

L. Lay out documentation

A. Account for resource needs and logistics

ﬂ ALLCLEAR

EMERGENCY MANAGEMENT GROUP




Take 15 Minutes and complete activities
4 -7 in your workbook.

Individual
Workbook
Activity

In the chat or by unmuting:
What thoughts or questions do
you have about the workbook
activities?




Questions
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Exercise Conduct
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Exercise Cycle
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Activity

EMERGENCY MANAGEMENT GROUP

To Participate:

o Scan the QR Code

o Input www.PollEv.com/allclear682 into
your web browser.

o Click on the link in the Chat

Optional: Enter your name
Answer the questions as they appear.


http://www.pollev.com/allclear682

List elements of an exercise that caused you to dislike the exercise or think the exercise was
poorly designhed.

Nobody has responded yet.

Hang tight! Responses are coming in.

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



Discussion-Based Exercise Conduct

 Players and Exercise Staff report to  Exercise Play

the designated location. o Staff discuss what would occur
 Exercise Briefing: o Evaluators document discussions

o Objectives e Exercise Ends

o Scenario

« Exercise Hotwash

o Scope o Participant feedback

o Safety considerations
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Operations-Based Exercise Conduct

Players and Exercise Staff report to
the designated location.

Exercise Briefing:
o Objectives

o Scenario
o Scope
o Safety considerations

Exercise Play
o Staff respond and perform tasks

o Evaluators use guides to document
staff actions

Exercise Ends

Exercise Hotwash
o Participant feedback
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Exercise Setup

* Discussion-Based * Operations-Based

o Exercise Team o Exercise Team
= Facilitator(s) = Controllers
= Evaluator(s) = Evaluators

o Physical Space " Victim Actors
= Layout o Area qf Exercise
+ Parking [ permeter

o Logistics - Signage
" Food o SimCell
" AV o Communications
= Registration = Devices

o Contingencies = Plan

o Contingencies
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Exercise Briefings: Participants

e All participants should be briefed on scope, objectives,
communications and safety

o Real World Emergency

* (Can be done days before the exercise or right before STARTEX
 Have Player Handout available with key information

ﬂ ALLCLEAR

EMERGENCY MANAGEMENT GROUP




Exercise Briefings: Exercise Staff

* All exercise staff should be briefed on scope, objectives,
communications and safety.

o Real World Emergency

 Can be done days before the exercise or right before start of exercise.
 Have Exercise Plan or Situation Manual available.

* Review of Exercise Evaluation Guides and methodology.

 Review or walk through the MSEL.

 Actors briefed on role and expectation.
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The Exercise Script

 (Operations-Based Exercises are driven from the MSEL
o Timeline: a list of key exercise events and expected player actions.

o Injects: a detailed description of each event, including time, recipient, how it’s
delivered, short message, and expected player action

o A list of additional questions (if needed) and prompts
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Injects

e Scripted events inserted into exercise play by a controller to generate
or prompt player activity.
o Listed in MSEL

 Establish how the inject is delivered.
o Verbally by a controller
o By a piece of paper
o Over the phone
o System notification
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Victim Actors

* Actors should be pre-identified and provided with indicators or sighage.
o Patient Type

Name

Age

Gender

Mental Status / Behavior

Symptomology

Moulage

O O O O O O

ﬂ ALLCLEAR

EMERGENCY MANAGEMENT GROUP




Wrapping Up Your Exercise
* Debriefing
* Hot Wash

* Controller/Evaluator Debriefing

 Participant Feedback Forms




Conducting a Hotwash

 Opportunity for participants to discuss exercise strengths and areas for improvement
o “3up/3down”

o “Sustains, Improves, Takeaways”
o Round Robin

* “How do you think YOU did?”

* Does not address exercise design
 Facilitator should ensure discussion remains on task
 Take good notes

 Encourage participant feedback form completion
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Participant Feedback

* Purpose: to gather feedback from the exercise players on their
performance during the exercise.

* (Questions to ask:
o What were the strengths discovered during the exercise?

o What areas could be improved?
o What suggestions do you have for additional resources / training?

 Consider day of paper forms vs. after exercise electronic surveys
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Questions
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Planning for Evaluation

* Building an Evaluation Team

* Creating and using an Exercise Evaluation Guide

* Pre-Exercise Evaluator Briefing
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Capturing Information

* Role of Evaluators
o Discussion-based vs. Operations-based

* Dual role - Being a Controller/Evaluator
* Participant Input and Feedback
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Exercise Evaluation Guides (EEGS)

 Developed from the Exercise Objectives and Expected Actions

* Built to streamline and guide data collection

 Support the development of the AAR
o Ties exercise results/observations to exercise objectives
o ldentify areas for further analysis and assessment

* Provide a consistent process for assessment
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Taking Notes and Recording Observations
During an Exercise

 Record enough information so you can complete the EEGs later.

 Take photos of documents and whiteboards for good memory triggers.

 Be reasonable with your notes and recommendations - this is a learning experience.
« Don’t be afraid to write down Areas for Improvement.

 Describe how the expected action was or was not met.

« Document any decisions made, and information gathered to make decisions.

* ldentify resources utilized and how they were acquired.

* Identify plans, policies, procedures or legislative authorities used.

 Any other factors that contributed to outcomes.
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Analysis

* QOrganizing and analyzing information
o Evaluator notes
o Participant feedback

e After-Action Report
o Purpose
o Content

* |mprovement Plan
o Purpose
o Content

ﬂ ALLCLEAR

EMERGENCY MANAGEMENT GROUP




Questions
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Improvement Planning
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Exercise Cycle
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After-Action Report

Exercise Exercise List of
Objectives Scope participants

Areas for Improvement
Improvement Plan
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Organizing the AAR

 Review all documentation submitted
o EEGs, Participant Feedback, Participant Notes

* Theme any key points for outline under each objective
* Build the case of why it was a strength or area for improvement
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AAR Format

Objective: [List exercise objective]
Capability: [List the applicable capability]
« Strength (or Area for Improvement) 1.1: [One sentence summary of

the strength or area for improvement]

o Reference: [List any relevant plans, policies, procedures, regulations, or laws]

o Analysis: [Explanation of why this was a strength or area for improvement
including any observations]
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Root Cause Analysis

 The source of an identified issue as uncovered during careful analysis,
towards which the evaluator can direct improvement.

 Were the objectives met or not?
 What factors contributed to this?
* Why? - Why? - Why? - Why? - Why?

ﬂ ALLCLEAR

EMERGENCY MANAGEMENT GROUP




Improvement Planning

* After-Action Meeting
o Review AAR
o Complete IP

 Write Improvement Planning items using SMART concepts
* Corrective Action Tracking

 Continuous Improvement
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Primary

- Issue/Area for : : Capabilit : Complet-
Core Capability Corrective Action P y Responsible Start Date ) 2
Improvement Element ion Date
Org.
Core Capability 1: 1. [Area for
[Capability Name] Improvement] [Corrective Action 1]
[Corrective Action 2]
[Corrective Action 3]
2. [Area for
Improvement] [Corrective Action 1]
[Corrective Action 2]
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Sharing the Results of Your Exercise

Transparency

_earning Opportunities

-eedback

Documentation

Distributing your AAR/IP
mplementation of Corrective Actions

Continuous Improvement
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Exercise Cycle
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Questions
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Course Objectives (Revisited)

* Provide an overview of the Homeland Security Exercise and Evaluation
Program (HSEEP).

 Understand and apply FORMULA to design an exercise.

 Share best practices and practical development tips for exercise
design and conduct.
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Next Steps

 Participant feedback form

* Certificate of participation
o Not an HSEEP certificate

* Review and complete your exercise design workbook.

e Start planning your own exercise!
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Thank You!

Elaina Huffman, MPS

Preparedness Products Division Manager
ElainaH@AIlIClearEMG.com
AllClearEMG-Training.com
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