MIAMI-DADE COUNTY
HEALTHGARE PREPAREDNESS

LCOALITION

The Healthcare Cyber Threat Landscape:
Ransomware Preparedness and Response

EMERGENCY
PREPAREDNESS

Presented by John Riggi, National Advisor for Cybersecurity and Risk
American Hospital Association
04/11/2024




Network and Internet
Connected Technology
and Data

Business
Associates

Information
Technology and
Cloud Services

Operational

Technology




©2023 American Hospital Association -




acKing inci S eported to g
2020 Total:

425 27

2021 Total:

518 43

2022 Total:

556 44

2023:

1/1/2023 = 12/31/2023 591 A RECORD 135.9 Million
2024:

01/01/2024 - 03/22/2024 124 15.6 Million

= 250 million people impacted by hacks of PHI since 2020 = ~72% of US population
-  Ransomware attacks up 278% since 2020 per OCR

Healthcare is the most attacked sector by ransomware per the FBI
- Sources : HHS, OCR website data accessed 01/11/2021, 01/15/2022, 01/15/2023 and 04/01/2024 www.ocrportal.hhs.gov. Active and arch
4 breaches 2024 FBlinternet Crime Complaint Center 2022 Annual Report( March 2023)
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Third- and fourth-party cyber risk exposure through
business associates, medical devices and supply chain:

» Theft of large quantities of covered entity data in
possession of business associates —

» Third-party as digital pathway into covered entity
= Software and hardware supply chain attacks

= Mission critical business associate becomes
victim of ransomware attack

. Dynamlc -Third Party Risk Management Program
Governance Committee - Include Privacy

= Strategic risk identification

» Risk stratification and prioritization

= Life, mission and business criticality

» Storage or access to sensitive data

» Network access —Privileged access?

= Foreign operations and subcontractor risk

» Technical cybersecurity posture

= Consider aggregate risk from the 3 party

» Risk based cybersecurity requirements

» Risk based cyber insurance requirements
Breach notification requirements
Requirements Must be in BAA - Contractua
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Henry Schein Provides Information on Cybersecurity Incident
October 16, 2023

MELVILLE, N.Y ~{BUSINESS WIRE)-Oct. 15, 2023 On Salurday, Oclobor 14, Henry Schen, Inc. {Masdaqg: HBIC] delermined thal a portion of s
manufaciiring and disiribution businesses experienced a cybemeounty incident. Hanny Schein promiplly took precautionary action, incheding taking
coriain systems offine and other siags intended 1o conlain the incident, which has led io lemporary disruption of some of Henry Schein's business
operabons. The Company & working 1o resolve the sifuation as soon as possible

Henry Sehen has determingd (hat he praciice managemant soltware used by ks clienls has nol been derupbed
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Joint Cybersecurity Advisory F. .. . . .
Microsoft assesses with moderate confidence that this Volt

Nl i C‘“ C P Typhoon campaign is pursuing development of capabilities
il thatooyld disrupt critical communications infrastructure
en the United States and Asia region during future

~ 7

FBI director to warn that Chinese hackers are —
preparing to ‘wreak havoc’ on US critical
Infrastructure

iy Monnad Ratanowediz, Ol
T) 2 PRIt peddl - Pubiahed 500 AM EST, Vs Janumy 31, 2004

. agencies believe the aclor could apply the same techniques agains! ihese and other |
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JIVE BRIEF

Cisco routers abused by China-linked
hackers against US, Japan companies

\ longstanding group, identified as BlackTech, uses custom malware to evade

letection and hack int

Microsoft mitigates China-based threat actor
Mm Storm- 0558 targeting of customer email

By Juby 11, 1023 /'3 min raad

amount of sct 5

tools this actor| UPDATE: Microsoft has released threat analysis on Storm-0558 activity here, Microsoft additionally

released additional defense-in-depth secunty fixes to help customers improve loken validation in ther
Dtz g 113
v ol s = o C LI SEOM J|J|,||||:qT|t1||‘_’.
oo ssa IR M rozoft has mll.g.:ﬂed an atlack by a China-based threal actor Microsoft tracks ag Storm-0558 which

o targeted customer emails. Storm-0558 primarily targets government agencies in Western Europe and

focuses on espionage, data theft. and credential access. Based on customer reported information on June
16, 2023, Microsoft egan an investigation into anomalous mail activity. Cver the next few weeks, our

investigation revealed that beginning an May 15 2023, Storm-0558 gained access to email accounts

affeching approximately 25 organizations in the public cloud including government agencies as well as



TLP:CLEAR

PRC STATE-SPONSORED CYBER
ACTIVITY: ACTIONS FOR CRITICAL
INFRASTRUCTURE LEADERS
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e ACSCE= Canadian Centro Centre canadien

_ . for Cyber Security ~ pour la cybersécurité

MENEUDQE” Cyber National Cyber

pdd LSeCunty Centre Security Centre

a part of GCHQ e
SUMMARY

This fact sheet provides an overview for executive leaders on the urgent risk posed by People’s Republic of China (PRC)

state-sponsored cyber actors known as “Volt Typhoon.” ClSA—along with the National Security Agency (NSA), the Federal

Bureau of Investigation (FBI), and other U.S. government and international partners *—released a major advisory on Feb.

7. 2024, in which the U.S. auth{:-rlng apgencies warned cybemecumv defenders that Volt Typhoon has been pre-positioning
elwe dlsrupﬂon or destruction of critical services n [:]ﬁ A Fasaltl

onflict wits ted States and its allies. This is a critical =" Association"

diemseives on U.a. Cnucal Inlrasiruc _.'__.-D....u.._.-.' :

e event Gl InCréased gE0pOiilical tEnsins and,/ or mioikary O

business risk for every organization in the United States and allied countries.?

Key best practices for your cybersecurity teams
includes ensuring logging, including for access and
security, is turned on for applications and systems
and logs are stored in a central system. Robust
logging is necessary for detecting and mitigating
living off the land. Ask your IT teams which logs
they maintain as certain logs reveal commands
(referenced in the CSA) used by Volt Typhoon
actors. If your IT teams do not have the relevant

logs, ask which resources they may need to
effectively detect compromise.

Advancing Health (n America
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Russian Cyber Actors Use Compromised Routers to
Facilitate Cyber Operations
SUMMARY

* | (AR p—

Th Fedleral Bureau of nvesgetion (FB1), Actions EdgeRouter network defenders and
National Sacurity Agency (NSA), LIS Cyber users should implemeant 1o protect agarnst
Command, and inlemational partners are releasing | APT28 actvity

ths joint Cybersecurity Advisory (CSA) to wam of « Perform a hardware factory reset

Fussian state-sponscred cyber actors' use of » Upgrade 1o the latest firmware version.

compromised Litequiti EdgeRouters (EdgeRouters)
to faciitale makicious cyber operaions worldwide:
The FBI, NSA, US Cyber Command, and
international pariners -~ including authorilies from
Belgium, Brazil, France, Germary, Latvia,

= Change any defaull usermames and
passwords,
Implement strategic firewall rules on
WAN-side nterfaces

Lithuania, Norway, Poland, South Korea, and the

United Kingdom — as3ess the Russian General Stall Main iInteligence Direclorate (GRU), B85™ Main
Special Service Center (GT5SS), also known as APT20, Fancy Bear, and Forest Bizzard (Strontum)
hawe usad compromisad EdgaRoutars globally 10 harves] credentials, collect NTLWWZ digests, proxy
network traffic, and host spaar-phishing landing pages and cusiom fooks

Thi U.S. Department of Justice, inciuding the FBI, and intemational partners recently disnupted a
GRU botnet consisting of such routers. However, owners of neevant devices should take the emedial
achons descrbed below 10 ensure the long-term success of the dsnuption effor and o identily and
remediabe amy simikar compromises.

Five Vulnerabilities SVR
Is Exploiting Right Now
and How to Stop Them

UNDERSTAND THE THREAT

The Russian Foreign Infelligence Service, known as SVR, posas a significant risk to US
and alliad government networks. in addition to having compromisad SolarWinds Orion
software updates recently, SVR cyber actors are exploiting at least five publicly known
vulnerabilities to gain footholds into victim networks. Network defenders should take
action to mitigate compromises and prevent future loss of sensitive information

Publicly known vulnerabilities SVR is exploiting

CVYE-2018-13379 CVE-Z01-8070 CVE-2018-N=0

TAKE ACTION

Updiate sy=teme and Droducts as Soon
63 possible after patchas ane relaasod

Raduce sxposurs of the local network
by separating iNbeEmol-Tecing serices
into & srrasll, isolstnd natwork:

Assurme 8 breach will Fappen raview Enabie mtust logoing of internist-fecEng
Booounts and levarage tha |atnst Y | sorvicss and suthantcation funciions
eviction guidance svailabla e Contiroushy hunt for signs of
COMPoMmiZe oF credential mizuse,
articularty in cloud arvronmen
Dizablo @dtemal mansgarmsnt sy iyl ok

capabilities and st up an out-of-tand c

Rl Mt ek ¢ Adopt a mindset that compromins
happons. Propare for incident responss
Bctivitian

Block obsolate or unused protoools af

the network edge and disable thoem in

dignt device configuratorm

Far mors inforratian on how 1o mitigeie 5w vulinemsbilftes and iechricusd the Pussen Foreign Blaifigence Servcy waed refer 5o the
Hifid, CriA end FBi afveory “Bussien TWR Tegets US and Alied Mefegrin® on fiih pos) o g ]




A CVDErd
The Comprehensive Cancer Center was the
target of a cyberattack that is being investigated
by the FBI 1

Major Florida hospital hit by possible ransomware attack

f Associated Press
e % Eobi sy 31

4]

Vianatee Memorial Hospital reports
ransomware incident involving patient
information

BY JAMES A. JOMES JR.
IECEMBER 19, 2023 157 PM

HILLSBOROUGH COUNTY

Tampa General Hospital

cyber attack stopped before
ransom attempt

and health care in sev
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Health News Florida | By Christine Dilatted - WLRN
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Ransomware attack shuts e ey
down imaging center with
dozens of Florida locations

ospitals,

| - W
.. Winge gl .rlal Hospr

spital,

b brveched i an sttt dy the LachlliF recrommers goog



Haalth Sector Cybarsecunty

St of
Information Security Coardination Center
STy Cre Pl

HC3: Analyst Note
April 5, 2024 TLP:CLEAR Report: 202404051700
HC3's Top 10 Most Active Ransomware Groups

Executive Summary

HC3 monitors and tracks healthcare incidents across multiple platforms, including proprietary and open-
source intelligence. As of mid-March 2024, in the last six months HC3 has tracked 730 attacks against the
Healthcare and Public Health (HPH) sector worldwide. Of these attacks, more than 530 affected the U.S.
HPH, and of those attacks, nearly half were ransomware related. This report provides high-level insight into
the top ten ransomware groups HC3 has seen targeting the healthcare sector.

"r‘ri:‘;:arl shows the top 10 most active ransomware groups HC3 has seen targeting the U.S. HPH:
HC3'S TOP 10 MOST ACTIVE RANSOMWARE GROUPS
(LAST SIX MONTHS)
' B |
.
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The Federal Bureau of Investigation se . o r [ e [ :l
JOINT .
ALPHY Blackcat affiliates pose as company T
CYB ERS Ec U R ITY Phishing for T1598 and/or helpdesk staff using phone calls or SMS
ADVI SO RY Information e messages to obtain credentials from employees to | "'
3 access the target network.
Co-Authored by
% - : _/ ? Table 6; ALPHV Blackcat/ALPHV Threat Actors ATT&CK Techniques - Resource Development ™
. . _ Al 1 i
#StO p R ansomware: A LP HV B Ia' Compromise Accounts T1586 LPHY Blackc;t efflintes usg ;anTprcm159d
accounts to gain access to victims' networks.

SUMMARY

Note: This joint Cybersecurity Advisory (CSA) is part of an Ac Table 7- ALPHV Blackcat/ALPHV Threat Actors ATTRCK Tachniaues — Credential Access

ongoing #StopRansomware effort to publish advisories for ag S T i i

network defenders that detail various ransomware varianis

and ransomware threat actors. These #StopRansomware \

advisories include recently and historically observed tactics. ; i i 5 .

s v 713 oo o ALEHH St s o pmaiesichon

compromise (10Cs) fo help organizations protect against from Passwords T15585 " ' '

ransomware. Visit sfopransomware gov o see all v Stores controllers.

#5iopRansomware advisories and fo learm more about {

other ransomware threats and no-cost resources Steal or Force ALPHV Blackcat/ALPHV affiliates use Kerberos

The Federal Bureau of investigation (FBI), the Karbares Tickats T1558 tcken generation for domain access

Cybersecurity and Infrastructure Security Agency (CISA), .

and the Department of Health and Human Services (HHS)

are releasing this joint CSA to disseminate known I0Cs and ALPHV Blackcat/ALPHV affiliates use the open-

TTPs associated with the ALPHV Blackcal ransomware as Adversary-in-the- z source framework Evilginx2 to obtain MFA

a service (RaaS) identified through FBI investigations as i T1557 : i i i i

ug — | Middle credentials, login credentials, and session cookies
MeaKly. A% ey 2008 for targeted networks
This advisory provides updates to the FBI FLASH BlackCalUALPHY

Compromisa released April 19, 2022, and to this advisory released December 19, 2023, ALFAV. @2023 American Hospltal Associalion
Biackcat actors have since employed improvised communication methods by creating victim-specific

-~ " o i * an R o T T -

ey & s ot
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LOCK IT 30
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Jonatizan Crely Siemens Healthineers responds to alleged data
et theft by LockBit ransomware gang
M HIPAA

LockBit Ransomware Group Threatens to
Publish Stolen Cancer Patient Data
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UNDERSTANDING RANSOMWARE THREAT ACTOR

LockBit

R | NCBC-ME

summithealth.com

6D 19h 23m 20s

Summit Health is a physician-driven, patient-

centric network committed to simplifying the

complexities of health care and bringing a

more connected kind of care. Formed by the

B2023 American Hospilal Assoclation




CYBERSECURITY = Q= HC3: Analyst Note

ADVISO RY . _ — November 6, 2023 TLP:CLEAR Report: 202311061700

Comuimored by

BlackSuit Ransomwarg

Executive Summary
A relatively new ransomware group and strain known as BlackSuft, with significant similantes to the Royal

ransomenre family, will likefy be a credible threat to the Healthcare and Putiic Heatth (HPH) sector
Desscovered i parly May 2023, BlackSuit's stnking paralels with Royai, the dinect successor of (he formar
. notonous Russian-linked Contl operation, potentaly places the group with ong of the most active
#StopRansomware: Royal Ransomware Update e S e Ty e
apgpressively targeted the HPH sector, and if thelr purported thes to BiackSult prove to be venfied. then the
SUMMARY sector will likely continue 1o be attncked profoundly. What follows is an overvies of the potentinl new
group, possible conneCons to other threat actors, an Bnakyiis of its ANSOMwane aTIBCKA. its target
Update November 13, 2023 industries. Brd victim courtnes, impact to e HPH sector, MITRE ATTACK technmues, mdicators of
This CSA is being re-released to add new TTPs, IDCs, and information refated to Royal Ransomware compromise. and recommended defense and migatons agamst the groun

activity Overview

End of Update BlackSuit operates using 8 double extortion method that steals and encrypts sensitive data on a

Actions o take today to comprimesed network, So thr, the specdic use of BlackSur ransomware has been observed m 8 small
Nate: This joint Cybersecurly Adwisory (CSA) is parf of an ¥ numiber of attacks. The moest recent suspected attack, in October 2023, was against 3 US.-based WPH
ongoing #StooRansomuare effort o publish advisones for mitigate cyber threats from ofgardration whoss senears and Sysiems wefe encrypted with maleste, tentatvely identified as BlackGuit
network defenders that deladl vardous ransomware variants and | FAnsomwarac One cybersecunity company ako documentsd B least three alincks involving the BlackSust encryplor, with

ransomware threaf aclors. These #StopRansomwans advisonss Priorifize remediating known ransoms below §1 million. Another company annotated 51 least five sttacks in the manufacturing,

inciude recantly and hi cally observed factics, lechnigues. o business technology. business retail, and govemment sectors spanning the Uinted States. Canada, Brazil,
LT — and the United Kingdom, With only & small numbser of victims, the ransomware gang is considensd more

and procedures {TTPs) and indicators of compromise (I0Cs) to Train users to recognze and BSOS For thelr Curcormnd ConNecions 10-the mons prolii: Rows] rensonrwans familly, if their connection

help ompanizations profec!  agans!  ransomware.  VisH report phushing attempl & confirmed, it would augment BlackSuit as o threat actor 1o be closely watched m the near futune

stapransamware gov to see al #SiopRansomware advisories Enabie and enfan

and lo leam mare about other ransomware threals and no-cos! mullifecior aulhentcation

resources { BlackSunt, Biachk Syt BlackSuit .

Ransommwane; Crypto Vinus: Files Locker: Douohls Extorton

The Federal Bureaw of Investigation (FBI) and the Cybersecurity and Infrastruciure Security Agency BlnckSuit

{CISA) a@re releasing this joint CSA fo disseminate known Royal ransomware 10Cs and TTPs README Bilacisuit ixt

identified through FBI threal response activities as recently as June 2023 Aveomt Win 32 Mabwane gon

y Masporsky HEUR: Trojan Rarsom Win32 Genere

Since approximately Seplember 2022, cyber threal actors have compromised U.S. and international Sophos Mal/Genenc 5 (PUA)

organizabons with Royal ransomware. FBI and CISA beliove this variani, which uses its own custom- Microsoft Ransom Wind2/BlackSutB

made file encryption program, evolved from earfier iterations thal used “Zeon” as a loader. After Infectad emaal attachments (Macros), torment websles, mabhcious s,
gaining access 1o victims' networks, Royal actors disable antivirus software and exilrate large FF,D""”’ - = =

amounts of data before ultimately deploying the ransomware and encrypling the systems. Royal :;ﬂ:;;;'::m TIUACE PR AR S TR TSV, AL S8 M,
actors have made ransom demands ranging from approsamately 51 million to $11 milion USD in -

©2023 American Hospital Association
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Corduthaned by

& ms-sac
% State Information
ng & Anatyws Center

#StopRansomware: Rhysida Ransomware
SUMMARY

Note: This joinf Cyberseciunty Advisary (CS5A) 5 pert of | Actions to taks today to mitigate
an ongoing #5lopRancomisars affont fo publish
advisories for network defenders defailing vanous
ranNSamMWare vanamts and ransomware threaf actors
Thase #5fopRansomware advisares inciude recently and
historically cbserved lactics, technigues, and procedures Enabla multfactor authantication
(TTPs} and indicalors of compromize (I0Cs) fa help ar all services the axlant
arganizations profed aganst ransormwars. Vist

L1, QmwEs gov fo see all eSiopRansomwars
advisornes and fo leern mare about other ransomware
threals and no-Cost resoUrCes

maliclous cyber activity:

=  Priontize remedmting known

cal syslems
Segment networks 1o prevent the
The Federal Bureau of Investigation (FBI), Cybarsacurity
and Infrastructure Security Agency (CISA), and the Multi- 1 ——-
Stale Information Sharing and Analysis Canler (MS-1SAC) are raleasing this joint C5A o disseminate
known Rhysida ransomware 10Cs and TTPs identified through nvestigations as recently as
September 2023. Rhysida-—an emerging ransomware variant-—has predominately been deployed
agains! the education, healthcare, manufacturing, information lechnology, and government seclors
since May 2023. The information in this CSA s derived rom refaled incident response invesligations
and malware analysis of samples discoverad on victim networks

Fansomwao

FBI, CISA. and the MS-ISAC encourage organizations to implement the recommendations in the
i s seclion of this CSA to reduce tha likekhood and impact of Rhysida ranscmware and ofher
fansomware mcidents

©2023 American Hospital Association
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Radiology / Imaging / PACS down - other diagnostic technology lost. Remote
radiology lost. All could lead to stroke and trauma diversion

Cath lab down = heart attack diversion

Risk to patient safety. ED’s shutdown - Ambulances placed on full divert -
rural distance delay of emergency treatment. Trauma Center availability

Telemetry systems inoperable — additional staff required for patient monitoring -
Home health care telemetry. Patients at home, greater risk?

EHR rendered inaccessible. Patient history, treatment protocols, drug allergies /
interactions unknown — delay in rendering care

Lab and Pathology disrupted
Elective surgeries cancelled

ADT forms and instructions unavailable

Drug cabinet/ pharmacy systems down

Loss of VoIP phones and email systems

Ransomware “blast radius” — effect on other providers who are dependent for
ED, EMR, labs, imaging, cancer treatment and other third parties also disrupted.

Regional impact and stress based upon capacity of surrounding hospitals

Simultaneous loss of all network and internet connected information, medical and
operational technology — Downtime computers lost or limited data.

ED wait times significantly increased.

Radiation oncology (RADONC) treatment may be dependent upon
network and internet connected technology.

Extended delay of treatment when diverted to alternate RADONC treatmen
facilities.

Chemotherapy and RADONC treatment plans may not be available.

Staff unprepared for extended clinical downtime procedures for all
functions and paper EMR charting lasting up to three to four weeks

Three to four week recovery time for mission critical systems, ransom
paid or not, residual impacts lasting 6 months - 2 years

Backups corrupted or only 65% restoration from uncorrupted
backups. RTO and RPO not fully understood.

Legacy systems unrecoverable

Revenue interruption and revenue loss due to incomplete charts. Need 60
days cash on hand — no income for 60 days.

Scheduling, timekeeping and payroll systems disrupted
Operational and physical security technology impact, access control
Third parties requesting independent certification before reconnection
Increased insurance premiums or loss of coverage

Civil liability for publicly released PHI or negative outcome

State and federal regulatory liability + Reputational Harm

©2023 American Hospital Association
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Diviginad Invesligation | Emergency Medicine

Ransomware Attack Associated With Disruptions at Adjacent Emergency Departments

inthe US
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» The data showed “significant increases in patient census,
ambulance arrivals, waiting room times, patients left
without being seen, total patient length of stay, county-
wide emergency medical services diversion, and acute
stroke care metrics were seen in the unaffected
emergency department... during the attack and
postattack phases.”

» The study showed a “significant increase in stroke code
activations during the attack phase compared with the pre-
attack phase, as well as confirmed strokes.”

» “Increasing cyberattack prevention efforts and operational
resiliency across all health care systems should be a high
national priority.”
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Hacked to Pieces?
The Effects of Ransomware Attacks on Hospitals and Patients

Claire C. McGlave, MPH
Hannah T. Neprazh, PhD
Sayeh 5. Nikpay, PRD®

October 4, 2023

ABSTRACT

As cybercriminals increasingly target healthosre, hospitals face the growing threat of ransomware
attacks. Ransomware is a type of malicious sofoware that prevents users from accessing electronic
yystemas and demandi a ransom to restone acoeii in this paper, we create and link a database of
hospital ransomwane sttacks 1o Medicare admainitrative clasms data, We quantify the effects of
ransomware sttacks on hospital operations and patient outcomes. Ransommware sttacks decrease
hospital volume by 17-25% duning the inftial attack week, reducing revenue even further, We find that
ransomwane attacks mcrease in-hoapital mortality for patients who are already admitted at the time of
MTack

KEYWORDS: Hospitals, Cybersecurity, Mealth Care

JEL CLASSIFICATHON: H51, 110, 111, 118, L35

*MeGlave: University of Minnesota (emall. meog 00E6@umin edu); Neprash: University of Minnesota
[empil pneprash

rin gdul: Mikpay: University of Minnesota (emai: snikpay@ump edu), W thank Eric
Barette, Mike Chernew, Betty CHH, Dori Cross, David Cutler, Exra Golberitein, Kathaering Hicks-Courant,
Peter Huckfeldt, lared Muling. Rob Huckman, Karen Joynl Maddox, Rebecca Myerson, Amol Navathe,
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participants. at ASHECan and the Midwest Health Economics Conferencs ot DePaul Unsversity for useful
feedback. Resaarch reported bn this publication was supported by the NIHCM Foundation

October 4, 2023

“In this paper, we create and link a database of hospital ransomware
attacks to Medicare administrative claims data.

We quantify the effects of ransomware attacks on hospital
operations and patient outcomes.

Ransomware attacks decrease hospital volume by 17-25% during
the initial attack week, reducing revenue even further.

We find that ransomware attacks increase in-hospital mortality for
patients who are already admitted at the time of attack

The mortality consequences of ransomware attacks will not surprise
some in the cybersecurity and law enforcement communities, where
ransomware attacks are viewed as “threat to life” crimes. “
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FEBEIl Director Wray talks cyberattacks, workplace violence
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“What it comes down to

is that cyber risk is
business risk, and cyber-
e e e A A B R A S R R AT e attacks on hospitals

FEIl Director Wiray talks cyberattacks, workplace violence

specifically, are really
threats to life.”

O A 3. 23

FBI Director Wray at the AHA
Annual Conference - 4/25/2023
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Summary of National Findings:

Hospital Ransomware Attacks and Exercises:
Readiness, Response, Resiliency and Recovery
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‘Lock it down and piss people off’: How quick

thinking stopped a ransomware attack from
crippling a Florida hospital

By Sean Lyngaas, CNN




Ralser Permanente
Emeargency Management

Hazards - SITE & ADDRESS
Hazard Vulnerability Assessment Tool

SEVERITY = ( MAGNITUDE - MITGATION )

PROBABILITY ALERTS ACTIVATIONS HUMAN PROPERTY BUSINESS PREPARED- INTERNAL EXTERNAL RISK
IMPACT IMPACT IMPACT NESS RESPONSE RESPONSE
Alert Type
Likelihood this Possibility of Fi'r:ysi:al losses Intaruption of 'F'raplanning Time, Community/Mut | * Relative threat
will occur dealth or injury and damages services aftectiveness, ual Aid staff and
resources supplies
0= NA 'Number of Number of 0= N/A 0=NA 0= N/A 0=N/A 0D=NA 0=NA 0 - 100%
1=Low Alerts Activations 1=Low 1=Low 1=Low 1 =High 1 =High 1 =High
SCORE 2 = Moderate 2 =Moderate 2= Moderate 2=Moderate 2=Moderate 2= Moderate 2= Moderate
3 = High 3 =High 3 =High 3 = High 3=Low 3=Low 3=Low
Hostage Situation
Hurricane
HVAC Failure

Inclement Weather

Infectious Disease Outbreak

IT System Outage

Landslide

Mass Casuaity Incident - Hazmat
Mass Casuaity Incident - Medical
Mass Casualty Incident - Trauma
Medical Gas Disruption

Home About = Responders = EMS Sipstems = [Hsaster =

HOSPITAL |
INCIDENT |
COMMAND|
SYSTEM _ |

Hospital Incident Command System - Welcome!
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GALIFORNIA EMERGENGY MEDIGAL
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Inpatient | | Power/Lighting | | Access Control || :‘I“o:tlum & ; np:;::rmm;d Social Services
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Outpatient | | WaterfSewer Crowd Control Spill Response Service Lontnuity ReuF$::|2:i -

Unit Leader Unit Leader Unit Leader Unit Leader Unit Leades :

Unit Leader
Casualty Care HYAC Teaffic Control V- BRchlcs
7| Unit Leader T Unit Leader T Unit Leader B il i i
Unit Leader Unit Leader

| |Behavioral Health | | | Building/Grounds Search Facility/Equipment

Unit Leader Unit Leader Unit Leader — Decontamination

Unit Leader

|| Clinical Suppart || Medical Gases L Lawli:::_:::;nem

Unit Leader Unit Leader ; -

Umit Leader
Fatient

L1 Registration

Unit Leader

ﬂ
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Sentinel Event Alert

A st ritary pubibcatited of The Joi Cim masan

Presarving patient safety after a cyberatiack

Early one morming. staff ot Princeton Com
Wik 10 Tirel MASOTrwaTE Hoteds on thedr
AT by e FoTyn RrsTeane - 8 L P ITRDT OIS DRrLn
files 00 & computar then dermands & ran paymerd i exchange for 8 deoryplion
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the hoopial's staff, IT systems were umabile o retneve updabes. and smsil wss
down !

munity Hosprtad in West Virginaa arrived al
Mpulers The hosipiii Milel T

With many of the hospitnl's eristing csre sysisms maccesgibie. this type of sttack
could heve Deen dissstroun for siaff and for pa Cyharnfithrks CHiss & vty
of care disruptions which can isad to patient harm and have severe financial
TEpErTUASARNS. Princeion Comemnety HOSDIA! knew eaactly whal 10 do,

Within an hour after the attscik, the hoapicei implemented ts ncident resporse plan
and Degan wsing papor and pen 1o order medcations and b tesTa. After Bvalusting
the rishs to patients. the hospital determingd it could mmusin open. Dut emeiency
casEs were dreinied plEewhers. Surgenss and filgnostcs were perioimed 45 usun
et for o fow patients: for which the hospaal could not socess aliergy

rforriaton. 3

Usiing the hospdal s clond Baciup Syshirm amnd daattor recovery Loftware, the
hospial s T mam began mnning compuiers again 36 hours shor the stmack. Hevng
8 cyber insuranon palicy gave therm BCcess t0 superts. and comparses wha provided
assmtance. While The incident was Lme-consuming nd Bbo-iMensinsg. 1S Depiees
rmpact was forcing the hospaal 1o repiace i hard drives and 1o patkemtly work i gt
il of it systems and relstod misrmation back onfine.?

N could have been much worse if the hospaa! din T have the plans n place o
dednss care sately gher g cyberariack. Simibar cybersiincks have darupied cae and
compeomiasd patent sabely ai hosptals across the nabon 21
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1o prevert cyberatiaciks: thervlore, this Sertine! Event Alert focuses on the safety
naks asEocated with Such events and provados 108 on what cCrganaations tan 4o 1o
prepare 1o deiver wafe patent Cane in the event of & CyDemitack

Cybwsnuttncks in haaRihicars have grown staadlly

The numiser of CEraNBEcES el iINfOrMaLon SYETET DNSRNES o hagihuane has
Erown steaddy, escalatng from solated incidents to widespenad Largeted and
rraaligious attacka ® Momover, the number of atiacis is Wely 1o be greatly
underestimatod Bbocause thom 5 still & reluctance 1o report them. Dapartment of
Heath and Humsn Senaces [DHHS] dita rrveaied (ot TOT dat DFefches oooiumed
n 2027, expoting mone than 51.9 milfion patient records. The Most comman
Iocatons for breaches wore network servers and email, with the magority imvobvng
hackang or other IT incident. Maliciowus cyberafiachs have occurred in semall
ndepenoent practioes ga well &3 o lage, ntegratsd and well protecingd healtheass
srstems.” Secoune of tha, indemnity inserance s now hard to get and often
pratubilively experdive

0 2005 The Saint © | Dwimines

Issue BT, Aug. 15, 2023

r
W The Babni Commmnlvsion

“Organizations should be prepared to have life-
and safety-critical technology offline for four
weeks or longer.

These services include pharmacy (particularly
medication order entry systems and medication
reconciliation services); medical records; and
laboratory, radiology and pathology, as well as
other services required by a high volume of
patients or patients of high acuity

(for example, blood bank, critical care units,
intensive care units, infant security, nutrition
services, and oncology and transplant).”

“The loss of clinical decision support
during an EHR downtime clearly had an
adverse impact on the patient”

©2023 American Hospital Association



Business Continuity is not the same as Clinical Continuity — Sample Areas to Develop Clinical Continuity Procedures

Administrative Support Team

Clinical Excellence
Human Resources

Legal

Marketing &
Communications
Payroll

Risk Management

Information Technology

Telecom

Clinical Support Team

Biomedical

Facilities, Safety &
Security

Health Information
Management

Supply Chain

Physician Oversight Team
Area_____________lOperations Leader ___|Informatics Resource |

Inpatient Medical

Medicine

Medical Group &
Ambulatory

Clinical Care Team

Leader

Cardiology

Care Management

Clinical Education

Food & Nutrition/Kitchen

Home & Community

Imaging

Lab

Nursing (see sub team)

Patient Access
Patient Scheduling

Pharmacy
Medical Group & Ambulatory

Radiation Oncology
Rehab Therapies
Respiratory

CHEER

Assoclation -




Ransomware Preparedness Considerations
» Some other real world urgent decisions and cascading “events” you will be faced with:

Downtime computers are encrypted — Now what?
Radiology, imaging downtime procedures? Stroke center impact?
Cath lab technology down — contingency plan/downtime procedures?
ED wait times soar at all your locations. Plan?
Outside physicians trying to contact your organization, requesting prescriptions, labs, records.
Elective surgeries and appointments — Cancel? How do you notify patients?
Radiation oncology down — contingency plan? Linear accelerators need internet connection to
function.
Family members of patients can’t get through on phones, showing up at hospital. Complaining to
press.
What mission critical medical technology is on prem vs hosted in the cloud?
Alternate communications path to cloud hosted services? EMR?
How do you contact and reallocate personnel? Relief schedule? Runners?
Do you hold on outpatient radiology?
Where will you have your hospital based incident command center? How frequently will you
communicate with senior leadership at all locations?
How do you print labels for patient wrist bands, charts, medications, IV bags etc?
Do you use new downtime MRNs and MARs?
How will you identify the ancillary/temp staff you need?
Runners to help with lab and pharmacy delivery
Home health care and home health care telemetry?
Pharmacv. dietarv and drua cabinets?



INTEGRATE PLANS: Integrate and coordinate cyber incident response, emergency management, incident command, business continuity
and disaster recovery plans. Business continuity plans should specify plans for clinical continuity and operational continuity during a
partial or full loss mission critical technology.

READINESS, RESPONSE, RESILIENCY AND RECOVERY (4R CONCEPT): The cyber incident response plan should be developed on
an organization wide basis. All system level, hospital level and department level actions and responses, including all IT, operational,
business and clinical functions, should be defined in the plan for the duration of the incident and for post incident recovery.

REGIONAL, READINESS, RESPONSE, RESILIENCY AND RECOVERY (5R CONCEPT): It is recommended that REGIONAL cyber
incident response and communication plans be developed for a high impact cyber attack having regional impact on healthcare delivery..
Leverage emergency preparedness plans and mutual aid agreements. Plans should consider contingencies to possibly accommodate
diversion of patients and functions between facilities as needed and to provide assistance to impacted facilities with surge of
personnel, communications, medical devices and technology. Regional facilities will also face increased strain or collateral impact.

ENHANCE DOWNTIME PROCEDURES TO SUSTAIN OPERATIONS, WITHOUT TECHNOLOGY, FOR UP TO 4 WEEKS - for every
life critical, mission critical and business critical system and technology — to sustain clinical and business operations for up to 4
weeks, without the benefit of technology. Enhance clinical, operational, financial and administrative downtime processes and proficiency
of staff on all shifts Ensure downtime supplies are in place or external printing arrangements have been made to continue operations
and care delivery through manual procedures in the event of a simultaneous loss of all medical, information and operational technology.

IDENTIFY CLINICAL AND MISSION CRITICAL THIRD PARTY SERVICES AND ESTABLISH DOWNTIME PROCEDURES IF THEIR
SERVICES ARE UNAVAILABLE: This includes cloud and technology service providers. Determine clinical, operational and information
technology impact if they are struck with ransomware and their services become unavailable — establish compensating on-premises
downtime procedures, including manual procedures and backup strategy.

> DESIGNATE DOWNTIME COACHES AND DOWNTIME SAFETY OFFICERS FOR EACH SHIFT: The loss of access to the EMR/EHR
may cause disruption and delay to healthcare delivery as a significant proportion of staff may not be proficient in manual downtime
procedures. Loss of embedded safety and treatment protocolsgaslaElR/EHR may increase risk to patient safety.

©2022 American Hospital Association




NETWORK BACKUP STATUS, SEGMENTATION AND SECURITY. Recommend regular cadence of vulnerability and penetration testing of
backups. Review, document and communicate estimates of network restoration time objective and restoration point objective. Implement
immutable backup solution as part of standard 3-2-1 backup strategy. 3-2-1+1 immutable backup copy

DOCUMENT ROLES WHICH HAVE DESIGNATED AND DELEGATED AUTHORITIES to make independent, high impact decisions during a
cyber incident/crisis such as disconnection of the organization from internet or shutting down of large parts of the network, under defined

urgent circumstances. (3D concept -Document Designate and Delegate authorities) Board notifications, authority and involvement?

DEFFINE AND DOCUMENT “TRIGGERS?” or facts and circumstances authorizing high impact decisions, such as organizational
disconnection from the internet. Specify leadership escalation, incident command activation and staff notification protocols. “Trigger” examples
include indication that ransomware is spreading or beaconing to external “command and control” or indication of ongoing data exfiltration.

DEFINE INTERNAL IMPACT TO LIFE CRITICAL, MISSION CRITICAL AND BUSINESS CRITICAL DEVICES AND SERVICES: Map
clinical, operational and administrative impact of decisions related to complete or partial shut down of internal network or internet
disconnection. Document impact and incorporate into overall incident response plan and communicated to leaders.

DEFINE EXTERNAL DEPENDENCIES IMPACT, especially external clinical dependencies, which may be impacted or disrupted by a
ransomware attack against your organization and unavailability of your network. Such as impact to other hospitals, clinics and homecare
telemetry.

REVIEW CYBER INSURANCE COVERAGE: Determine sufficiency of coverage based upon risk profile and current cybersecurity posture.
Determine proficiency of incident response assets and your confidence in them prior to an incident. Review “act of war” exclusion given current
geopolitical events. It is recommended that plan information be kept highly secured, encrypted with limited access to prevent adversary
discovery.

REVIEW BUSINESS ASSOCIATE AGREEMENT FOR BREACH NOTIFICATION AND INSURANCE REQUIREMENTS: Determine to whom
breach is to be reported 24/7 and timeline (24 — 72 hours for data theft, immediate for ransomware) including weekends and off hours. Test!
Do cyber insurance requirements in BAAs scale with level of cybj psented by the individual business associate?

©2022 American Hospital Association




APRILIS

Emergency Communications Month

Emergency Communications Month 2024: Resilient Together

This April, as we celebrate Emergency Communications Month, we are prioritizing the people who support the systems on which we rely and highlighting the role of emergency
cemmunicatians as a vital function. This year's theme, Resilient Together, highlights both the importance of emergency communications in building resilient critical

infrastructure and the need to work together. CISA is also encouraging all emergency communications partners to enrall in the agency’s free priority telecommunications services.

During the month, CISA will also recognize and celebrate National Bublic Safety Telecommunicators Week ([NBSTW), which is held annually during the second vweek of April to

honor telecommunications personnel for theircammitment, service, and sacrilice. Visit CISA Emergency Communicationsas well as our SAFECOM and NCSWIC pages for more
information and resources.



EOC, Health ang Medica
SerwviCed Branch, ESF 78 or
other public agency of
comviTRINity redources (&4,
MRS, MRC, atc.], and MALS

rihonu] HomaiLo

Coordinating
Center or
equivalent

Dthar
Hiigalat

Individisal Hospital Command Centir

|

I

I

I

|

I \
| )
I

L

Liaison
Oilicer

Medical/
Technical
Lpecialists

Incident
Commander

| E—

Fubilic
Information
Officer

Salety
e

Inedivichaa
Hospital Board
ol Directors

f Agray

f
{ Exocutive o
\

\ Hoapital CED

Local/Megianal
I

Othver Moapital
(L w31

Local Commundty
bl Safety
Agencias [Le | Law
orlarcamanl)

CED = Croinl Exwcutyvy Ciffions

EOC — Errmrpency Dperntans Cendng
ESF - Emvwegency Sopport Functian
HE = Joint indormation Center

Lot

MACE

Mup-Agency Conrdinaton Bysiem

MIARS — Maimooaitin Madeal Respoene Byinm
MRAC - Madical Ressrs Coop
Sodif lirees show turddarmectal imlationsheos

it et &Py Pediiedinl PmlaRanARSE

https://emsa.ca.gov/wp-content/uploads _
https://aspr.hhs.gov/RDHRS/Pages/rdhrs-overview.aspx

33

Regional Disaster Health Response System Goals

Imprevm Drganization and Coordination

kdenaity snd Further Develop Highly
Specialiped Clinicel Capabilities o

I ormatsl hasiecs of Catnshring ewe

Regional Disaster Health Response System Key Elements

Eeghenall - |argescale stersinte
cnordmaton and integration that
it presvicle meglical mutusl pid
ETORE LF TN

Fready = Aligrang incensnes o
ks inadirea o ensontisl
componeT of heahhcare denery
Dheveloning cormmon Health Care
Coalmion (HCC) metricy and
performance standards, based on
ErEANgE, FROYCHSEY, BN PRICLITEE,
sasenning HOCe 1o deienmane
Puia and ooereciive schons

i, nnad Fodeeu

Responsive — Hespondng quckly 1o
= pemury hesith securty 1reears
by provicng quainy mass cinicsl
Cate, MO ietarnedcine il
mobde apecialty caie sirko tearma,
ar mnirdamng frackng of
TERLITEN A [Ty

©2023 American Hospital Association

Improve Situational Awsraness
ool S Prdic s ey ] (o

P P T

Ampe — Using minroperstie
dats wm collect Bnd pooseey by
Filormiton relsied 1 e
opsRtonalehchonal Ftatus of
the hoalith myaierm before, dunng
&nd aftey s ovent

Resouroed -~ Modermire end
oy fecernl progreems e e
ool Dusanier bedecal Sysbom,
e eifical Reserve Corpa, and
e Hospiad Prepafoirns
Progaam



The goal of this strategic cyber and risk exercise is to engage organizational leadership in a critical thinking exercise

and test preparedness, incident response plans and decision making processes in dealing with a major incident. The
intent is to provoke discussion and thought on how clinical, technical, business and administrative functions
of the organization react to the various facts of the incident, in a coordinated and effective response — to
mitigate risk to the organization and to the patients.

» The exercise will contain multiple, complex elements, derived from analysis of real world events. Just as in a real world
scenario, participants will need to identify and make key decisions with limited information, under time
constraints and adversarial conditions. There are no absolute correct or incorrect responses. \We hope to learn as a
group based upon our collective knowledge and experience.

Containment,
Preparation Detection and Eradication Post-incident

Analysis and Recovery Activity

***Exercise - Exercise*** ©2022 American Hospital Association



ACALLTOONE IS ACALLTOALL

HHS

To cantact the Assistan]

Secretary for Praparedness

and Hespanse (ASPH)
Email: CiPgehhs, goy

FBI

Report incidents to vour local

FBI Fiald Office, or contact:
Email: cywatch@ibigo

Online: 1C3.gov

Phone: 1 {855) 282-3937

CISA

Email: Central@cisadhs gov
Online: us-cert cisa.govireport
Phone: 1(888) 282-0870

To confact Health Sector
Cyhersecurity Coardination
Center (HC3)

Email: HC3Ehhs goy

\

[:]/-' American Hospital
. . . , f Association™
John Riggi, AHA National Advisor for Cybersecurity and

Risk, jriggi@aha.org Advancing Health in America
(O) 202-626-2272
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SHARING CYBER EVENT INFORMATION:
OBSERVE, ACT, REPORT

Al 2033

Cybersecunty mformaton sharng & essential to collective
doferme and strengthening cybersecusity for the Nabon 10 KEY ELEMENTS TO SHARE

That's why, as the nation's cyber defense agency. CISA
applavds the passage of the Cyber incdent Reportng for
Criticat Infrastructure Act of 2022 (CIRCIAL In accomance
waith CIRCIA, CISA will mow urdiertake & rulsmaking process o
implemant the statulony requirements. in the imtenm. 354
continues to eNCourEge our stakahoiders 10 voluntanty share
information aboul cyberrelated events that could help

* 1. incadent dale and time

= 2. incident location

* 3. Type of observed activity

* 4, Detailed narrative of the event

© . Number of peopla o Syslems affectod
* §. Company,/Organization name

U T P e CuPar e ety Dheaaty e rriteesl W Phakmd ol P s s e

WHAT YOU CAN DO
= (OBSERVE the activity
» ACT by taking local steps to mitigate the threat
= REPORT the event

WHO SHOULD SHARE
» Critical Infrastructure Owners and Operators
+« Federal, State, Local, Territorial, and Tribal Government Partners

WHAT TYPES OF ACTIVITY SHOULD YOU SHARE WITH CISA
= Unauthorized access to your system
Denial of Service (DOS) attacks that last more than 12 hours
Malicious code on your systems, including variants if known
Targeted and repeated scans against services on your systems
Repeated attempts to gain unauthorized access to your system
Email or mobile messages associated with phishing attempts or successes **
Ransomware against Critical Infrastructure, include variant and ransom details if known

HOW SHOULD YOU SHARE
If you are a Federal or Critical Infrastructure partner that has completed one of our Incident Reparting Forms we encourage
you to continue to use this method. If you have never reported to CISA, or don't have the time or capability, we encourage
you to send an email to Repon@cisa.gov and be as detalled as possible using the guidetines identified above. Please
include full contact information or we may not be able to take the appropriate action.

you to send an emad to Reportlcna gov and be as detaled ot posuble using the fudelines dentfied above. Psase

mchude full corntact informaton oF we may ot ba able 10 take the appropriale achon

= = CiSA partrars with the Ant-Phshing Working Group (APWG) to collect phishing email messapess. mobile messagss and
webaate locanons to help people avosd becoming wotims of phaheng scams. You can share phahing info with G154 by
- sandird the ohshing smail 15 ohahone reoort B o ow

T & 8 8 & @

10 KEY ELEMENTS TO SHARE

* 1. Incident date and time

* 2. Incident location

* 3. Type of observed activity

* 4. Detailed narrative of the event

* 5. Number of people or systems affected
* 6. Company/Organization name

* 7. Point of Contact details

* 8. Severity of event

* 9. Critical Infrastructure Sector if known
10. Anyone else you informed

*Priority

[ﬂp"‘" American Hospital
— Association”

Advancing Health in America




CISA Cybersecurity Assessments

JU g‘* CYBER + INFRASTRUCTURE
LTS

STRATEGIC
(C-Suite Level)

TECHNICAL
(Network-Administrator Level)
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‘\ A AN View Cybersecurity Incident Preparedness and Response
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Questions and Discussion

What will you change??

John Riggi

jrigqi@aha.orq
202-626-2272




