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EXERCISE OVERVIEW

, Continuity in Crisis Conditions: A Continuity of Operations (COOP)
Exercise Name .
Tabletop Exercise
E I YAl Date: February 24, 2025
Time Time: 1:00 PM - 4:30 PM ET

This exercise is a tabletop exercise (discussion-based), planned for up to
Scope three and a half hours, on Zoom. Exercise play is limited to virtual
participation at each facility or organization.

Focus Area(s) Response

Hospital Preparedness Program (HPP) Core Capabilities
Capabilities

e Capability 3: Continuity of Health Care Service Delivery
Public Health Emergency Preparedness (PHEP) and Response
Capabilities
e Capability 3: Emergency Operations Coordination
Federal Emergency Management Agency (FEMA) Core Capabilities
e Planning
e Operational Coordination
e Public Health, Healthcare, and Emergency Medical Services
Objective 1: Assess the organization’s ability to identify and staff
mission essential functions.
Objectives

Objective 2: Evaluate how the organization identifies and prioritizes
critical information, data, and systems needed to continue operations

Objective 3: Discuss strategies for identifying alternate care sites to
maintain business operations and patient care.

Objective 4: Discuss plans and processes for recovering from a major
operational disruption.

Threat/Hazard Staffing Shortage, Information Technology Outage, Internal Flooding

Module 1: Seasonal sickness causes severe absenteeism

Module 2: Longterm IT outage precipitates need for downtime
procedures

Module 3: Utility water line damage leads to dangerous conditions

Southwest Florida Healthcare Coalition

Participating Facilities and organizations from the Southwest Florida Healthcare
Jurisdictions/ Coalition. For a full list of participating organizations, please reference
Organizations Appendix B.

Scenario
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Brian Massey

Southwest Florida Healthcare Coalition
Program Manager
Coalition@HPCSWF.com

239-433-6700 ext. 302

Ginny Schwartzer, MEP, CEM

All Clear Emergency Management Group
CEO

GinnyS@AIIClearEMG.com
919-323-9995

Point of Contact
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GENERAL INFORMATION
Exercise Objectives and Capabilities

The following exercise objectives in Table 1 describe the expected outcomes for the exercise.
The objectives are linked to capabilities, which are the means to accomplish a mission,
function, or objective based on the performance of related tasks, under specified conditions,
to target levels of performance. The objectives and aligned capabilities are guided by senior
leaders and selected by the Exercise Planning Team.

. . HPP Core - -
Exercise Objectives Capability PHEP Capability FEMA Core Capability

Objective 1: Assess the
organization’s ability to
identify and staff mission
essential functions

Objective 2: Evaluate how

the organization identifies Planning
and prioritizes critical

information, data, and

systems needed to Capability 3: Capability & &%?:ﬁgg{;s:]
continue operations Continuity of Emergency.

P . Health Care .
Objective 3: Discuss Service Operations .
strategies for identifying Delivery Coordination Public Health,
alternate care sites to Healthcare, and
maintain business Emergency Medical
operations and patient Services
care

Objective 4: Discuss plans
and processes for
recovering from a major
operational disruption

Table 1. Exercise Objectives and Associated Capabilities

Participant Roles and Responsibilities

The term participant encompasses many groups of people, not just those playing in the
exercise. Groups of participants involved in the exercise, and their respective roles and
responsibilities, are as follows:

e Healthcare Participants: Healthcare participants are personnel who are expected to
actively participate in discussing their regular roles and responsibilities during the
exercise. For this exercise, a single large group discussion will encompass Inpatient
(Residential) and Outpatient (Non- Residential) facility types.

e Other Participants: Other participants may include personnel from supporting
organizations that play a role in the regional healthcare service delivery. These
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participants are expected to actively participate and discuss their regular roles and
responsibilities during the exercise.

e Facilitators: The Main Facilitator plans and manages exercise play, sets up and operates
the virtual exercise. The Main Facilitator directs the pace of the exercise, provides key
data to participants, and may prompt or initiate certain participant actions to ensure
exercise continuity. In addition, they issue exercise material to participants as required
and monitor the exercise timeline.

e Note Takers: Note Takers observe and document performance against established
capability targets and critical tasks, in accordance with the Exercise Evaluation Guides
(EEGS).

e Technology Support Staff: The Technology Support will include an individual who
performs administrative and logistical support tasks during the exercise (i.e.,
registration, monitoring Zoom breakout groups, operating polls, etc.).

Virtual Exercise Participation

After registering for the exercise, participants should have received a confirmation email,
information on how to access their exercise materials through the Web Portal, and an
individualized login link to the exercise from Zoom. If you plan to participate as a group, we
highly recommend participating from a single physical location, using one Zoom login.

WAYS TO JOIN ZOOM

Join from ~Mac. iPad, or Android

Join Meeting

As a part of your set of exercise documents, you can download and review the Virtual Exercise
Participation Guide through your All Clear Web Portal. This document informs participants of
their 'to-do' items for before, during, and after the exercise and it functions as a 'Quick Start'
guide for utilizing the Zoom platform for virtual exercises.

Exercise Structure

This exercise will be a multimedia, facilitated exercise. Players will participate in the following
modules:

e Module 1: Seasonal Sickness Staffing Shortage

e Module 2: Downtime Dilemma

e Module 3: Alternate Care Considerations

Each module is designed as a standalone module and begins with a multimedia update that
summarizes key events occurring within that time period. After the updates, participants
review the situation and engage in large group discussions.
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Exercise Guidelines

e This exercise will be held in an open, no-fault environment wherein capabilities, plans,
systems, and processes will be evaluated. Varying viewpoints, even disagreements,
are expected.

e Respond to the scenarios using your knowledge of current plans and capabilities (i.e.,
you may use only existing assets) and insights derived from your training.

e Decisions are not precedent setting and may not reflect your organization’s final
position on a given issue. This exercise is an opportunity to discuss and present
multiple options and possible solutions.

e |[ssue identification is not as valuable as suggestions and recommended actions that
could improve response efforts. Problem-solving efforts should be the focus.

e The assumption is that the exercise scenario is plausible, and events occur as they are
presented. All players will receive information at the same time.

Exercise Evaluation Activities

Exercise Evaluation is based on the objectives and aligned capabilities, and capability targets,
which are documented in Exercise Evaluation Guides (EEGs). The Note Takers have EEGs for
each of their assigned groups. Additionally, players will be asked to complete a Participant
Feedback Form by March 3, 2025. These documents, paired with facilitator observations and
notes, will be used to evaluate the exercise, and compile the After-Action Report
(AAR)/Improvement Plan (IP).

e Hot Wash / Debrief: At the conclusion of exercise play, the Main Facilitator will conduct
a Hot Wash, which is an immediate exercise debrief to allow participants to discuss
strengths and areas for improvement. All participants are encouraged to provide
feedback and engage in this discussion.

e After-Action Report and Improvement Planning: Within 30 days of the exercise, you
will receive a completed After-Action Report/Improvement Plan (AAR/IP). You will
need to incorporate your organization’s specific information into the organization
specific Improvement Plan to make this report complete. If you are having trouble
completing the organization-specific portions of the After-Action Report, please reach
out to Ginny Schwartzer at GinnyS@AIIClearEMG.com.

Improvement planning is the process by which the observations recorded in the AAR are
resolved through development of concrete corrective actions, which are prioritized and
tracked as a part of a continuous corrective action program. The IP identifies specific
corrective actions, assigns them to responsible parties, and establishes target dates for their
completion.
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MODULE 1: SEASONAL SICKNESS STAFFING SHORTAGE
Scenario

In the midst of an already challenging season of respiratory illnesses, your organization is
faced with an unprecedented wave of absenteeism. A staggering number of clinical and
administrative staff are unexpectedly unavailable due to iliness, family emergencies, or other
unforeseen events, leaving critical positions unstaffed and essential operations in jeopardy.
With up to 50% of staff absent, the effects of staffing shortages are expected to be felt for up
to two weeks following today.

Without immediate intervention, this situation will continue to worsen, negatively impacting
both patient care and business operations. Your organization must immediately discuss its
continuity plan, mobilize available resources, and implement rapid-response strategies to
stabilize and continue operations.

Exercise Objective

e Objective 1: Assess the organization’s ability to identify and staff mission essential
functions.

Questions

Based on the information provided, participate in the discussion concerning the issues raised
in Module 1. The following questions are provided as suggested subjects that you may wish
to address as the discussion progresses. These questions are not meant to constitute a
definitive list of concerns to be addressed, nor is there a requirement to address every
question.

COOP Essentials
1. Does your organization have a COOP plan? When was it last reviewed and updated?

2. Where is your COOP plan housed? Are you utilizing the BOLD Planning software
available?

3. Would this scenario warrant activation of your COOP plan?

Mission Essential Functions

1. What are your organization’s essential functions? How do you define which functions
are deemed essential? Are they clearly written in the current version of your
organization’s COOP plan?

2. How does the organization ensure essential functions continue during disruptions or
resource shortages?

3. What backup systems or plans support essential functions during failures or
disruptions?

Orders of Succession
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4. Who takes over leadership if key personnel are unavailable? Are the orders of
succession for key leadership positions written in your organization’s COOP plan?

5. What support and/or training is available to help personnel identified as successors
transition smoothly into their roles?
6. How is the succession plan shared with key stakeholders within your organization?

Delegation of Authority

7. How is authority assigned during emergencies, and what factors determine delegation
levels?

8. How can delegated authority be changed or revoked when needed?

9. How does the organization ensure accountability and oversight when authority is
delegated in emergencies?

Staffing

10.How does the organization evaluate staffing needs during different phases of a crisis,
and how are staffing levels adjusted?

11.What plans are in place to handle staffing shortages, such as cross-training, temporary
staff, or flexible schedules?

12.How does the organization manage staff morale, motivation, and well-being during
extended disruptions?

Situation Manual Southwest Florida Healthcare Coalition
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MODULE 2: DOWNTIME DILEMMA
Scenario

A prolonged Information Technology (IT) outage, unrelated to a cyber attack, has occurred at
your organization, making electronic health records, communication systems, and other
critical IT functions inaccessible. Patient care, appointment scheduling, and medical
procedures are severely disrupted. With no quick fix in sight, staff must rely on downtime
procedures to maintain operations, coordinate care, and ensure patient safety. As the outage
continues, the organization must activate its COOP plan to manage the crisis, restore essential
services, and adapt to a paper-based or alternative workflow.

Exercise Objectives

e Objective 1: Assess the organization’s ability to identify and staff mission essential
functions.

e Objective 2: Evaluate how the organization identifies and prioritizes critical
information, data, and systems needed to continue operations.

Questions

Based on the information provided, participate in the discussion concerning the issues raised
in Module 2. The following questions are provided as suggested subjects that you may wish
to address as the discussion progresses. These questions are not meant to constitute a
definitive list of concerns to be addressed, nor is there a requirement to address every
question.

COOP Essentials
1. Does your COOP plan address IT downtime and disruption?

2. Would this scenario warrant activation of your COOP plan?

Mission Essential Functions
1. What operations depend on IT systems and databases?

2. Arethere backup methods or manual processes to handle essential tasks if IT systems
fail?

3. Does your organization routinely train and drill employees in downtime procedures?
4. How will your organization work with external partners to keep critical healthcare
services running?

5. What steps will be taken to handle any legal or regulatory issues caused by the outage?

Continuity of Communications

6. How will your organization inform staff, patients, and external partners about the IT
outage and its impact?
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7. What communication methods will be used to share updates and instructions during
the outage? What backup communications systems do you have access to?

8. Who is in charge of managing communications during the IT outage?

Vital Records, Databases and IT Systems
9. How often are vital records backed up, and where are the backups stored?
10.What steps will be taken to restore access to records and systems after the outage?

11.What backup or alternative IT systems can support essential functions if primary
systems remain down?
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MODULE 3: ALTERNATE CARE CONSIDERATIONS
Scenario

A large water supply pipe break has caused severe flooding and extensive damage to your facility.
Critical infrastructure, including patient care areas, electrical systems, and medical equipment, has
been affected. With no immediate resolution in sight, the organization must assess the damage,
manage patient and staff safety, and determine whether to relocate services to an alternate facility to
maintain continuity of care. Facilities crews say the repairs may take weeks to months to complete.

Exercise Objective

Objective 3: Discuss strategies for identifying alternate care sites to maintain
business operations and patient care.

Objective 4: Discuss plans and processes for recovering from a major operational
disruption.

Questions

Based on the information provided, participate in the discussion concerning the issues raised
in Module 3. The following questions are provided as suggested subjects that you may wish
to address as the discussion progresses. These questions are not meant to constitute a
definitive list of concerns to be addressed, nor is there a requirement to address every
question.

Continuity Facilities/Alternate Locations

1. How are alternate care sites identified for your organization? What criteria are used in
identifying alternate care sites? Do you have different locations identified for office
functions versus patient care?

2. How does your organization ensure alternate care sites are ready, with the necessary
infrastructure, equipment, and supplies?

3. What agreements or contracts are in place to ensure a smooth transition of care to
alternate sites?

4. How will you communicate with staff, vendors, patients and visitors about the alternate
locations of some/all of your services?

5. How will your organization address challenges at alternate care sites, such as capacity
issues or distance from the primary facility?

6. How will the quality of care at alternate care sites be monitored to ensure it meets
organizational standards and regulations?

Devolution

A few key points on Devolution from FEMA:
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e Devolution is the capability to transfer statutory authority and responsibility for
essential functions from an organization’s primary operating staff and facilities to
other organization employees and facilities, and to sustain that operational capability
for an extended period.

e The Devolution plan is activated when an organization’s facility, staff, or both are not
available, and the performance of essential functions must be completed by different
personnel at another facility.

e Source: FEMA IS-0551 Devolution Planning

7. How are roles and responsibilities assighed and communicated to staff during the
devolution process?

8. What guidelines or procedures do staff follow when performing their tasks during
devolution?

9. How will situational awareness and information sharing be maintained among staff
and external partners during devolution?

10.How will your organization handle any challenges or conflicts that arise from shifting
authority and decision-making?

11.How will communication and coordination be maintained between devolution staff and
central leadership during recovery?

Reconstitution
What is a Reconstitution Plan?

According to FEMA, a Reconstitution Plan/Annex is a companion document to the Continuity
of Operations (COOP) Plan and focuses on resuming normal operations at the original primary
operating facility—repaired as needed—or a replacement operating facility following an actual
or threatened continuity event.

Source: FEMA IS-545A Reconstitution Planning

12.How will your organization determine when it is safe to start the recovery process?

13.What steps will be taken to assess the safety and integrity of the facility before
reopening?

14.How will the organization ensure medical equipment and technology systems are ready
for use when the facility reopens?

15.How will your organization communicate with staff, patients, and external partners
about recovery and the resumption of services?

16.How will your organization conduct evaluations after the incident to identify lessons
learned and improve recovery procedures?
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APPENDIX A: EXERCISE SCHEDULE

Date February 24, 2025

1:00 PM ET Welcome and Introductions

1:05 PM ET Exercise Briefing and Overview

1:20 PM ET Module 1: Seasonal Sickness Staffing Shortage
1:50 PM ET Break

2:00 PM ET Module 2: Downtime Dilemma

2:50 PM ET Module 3: Alternate Care Considerations

3:30 PM ET Hotwash

4:00 PM ET Next Steps and Closing Comments
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APPENDIX B: EXERCISE PARTICIPANTS

The list of participants is based on exercise registration as of February 14, 2025. All exercise
participants will be listed in the final After-Action Report/Improvement Plan.

Participants

Organization Name

Organization Type

Advanced Surgery Center of Sarasota

Ambulatory Surgical Center (ASC)

All Clear Emergency Management Group

Other

Best Care Providers Inc

Home Health Agency

Central Florida Health Care

Federally Qualified Health Center (FQHC)

Chapters Health Hospice
Desoto Health & Rehab Long Term Care (LTC)
FDOH-Citrus Public Health

Florida Department of Health in Lee County

Emergency Management

Healthy Start

Healthcare Coalition

LaBelle Health and Rehab

Skilled Nursing Facility (SNF)

Lee Health Home Health

Home Health and Hospice

Lee Health System

Hospital

Millennium Homecare LLC

Home Health Agency

Premier Surgery Center

Ambulatory Surgical Center (ASC)

Solaris Senior Living North Naples

Skilled Nursing Facility (SNF)

Surgicare Surgery Center

Ambulatory Surgical Center (ASC)

The Glenridge on Palmer Ranch Other
Westminster Baldwin Park Long Term Care (LTC)
Windmoor Healthcare Hospital
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APPENDIX C: ACRONYMS

AAR/IP After-Action Report/Improvement Plan

ASC Ambulatory Surgery Center

COOP Continuity of Operations Plan

EEG Exercise Evaluation Guides

FEMA Federal Emergency Management Agency

FQHC Federally Qualified Health Center

HPP Hospital Preparedness Program

HSEEP Homeland Security Exercise and Evaluation Program

IT Information Technology

LTC Long Term Care

PHEP Public Health Emergency Preparedness Program

SitMan Situation Manual

SNF Skilled Nursing Facility

TTX Tabletop Exercise
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