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Presentation Notes
My name is Brian Massey. I have been a Paramedic for 40 years, recently retired, and an Emergency Management Coordinator until, as Julia had mentioned becoming the Program Manager for the Southwest Florida Healthcare Coalition. I have responded to or been involved with almost every major disaster  in this country over the last 24 years, from 9/11 to the Covid Pandemic and have provided support for several National Security Events. Today, which is a fitting day, we are here to talk about a Continuity of Operations Plan or Business Continuity Plan.




* See video here: https://www.youtube.com/watch?v=cxE940f7iq0

https://www.youtube.com/watch?v=cxE940f7iq0


Continuity of Operations Plan 

A Continuity of Operations Plan (COOP) and a Business Continuity Plan 
(BCP) are both designed to ensure an organization can continue its essential 
functions during a disruption, but they differ slightly  in scope and focus. 

COOP BCP
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A Continuity of Operations Plan (COOP) and a Business Continuity Plan (BCP) are both designed to ensure an organization can continue its essential functions during a disruption. They differ slightly in scope and focus but you can use the terms interchangeably.  The COOP is primarily a government initiative focused on maintaining federal agency operations during emergencies, while the BCP is a broader term encompassing plans for any organization to maintain operations, often with a greater emphasis on financial stability and customer service. During times of a disaster, you may hear more people refer to COOP.
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A Continuity of Operations 
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Business Continuity Plan 
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• 1 in 2 businesses have experienced an
extended break in continuity. 1

1 Risk and Resilience Hub
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1 in 2 businesses have experienced an extended break in continuity of their operations


https://riskandresiliencehub.com/23-business-continuity-statistics-you-need-to-know/
https://riskandresiliencehub.com/23-business-continuity-statistics-you-need-to-know/
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• 45% of small businesses affected by a disaster

never reopen, and another 30% go out of
business within 3 years. 2
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focus. 

2. Milkin Institute
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45% of small businesses affected by a disaster never reopen, and another 30% go out of business within 3 years. 


https://milkeninstitute.org/content-hub/insights/improving-small-business-disaster-response-and-recovery
https://milkeninstitute.org/content-hub/insights/improving-small-business-disaster-response-and-recovery
https://milkeninstitute.org/content-hub/insights/improving-small-business-disaster-response-and-recovery


Why COOP is crucial?
Operational Resilience

Employee Well-being 
and Morale

Maintaining Client / 
Community Trust

Minimizing Losses

Continuity of Operations Plan 
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Why does having a plan matter? It matters because it minimizes the negative impacts of a disruption, ensuring that critical functions continue to operate, reducing downtime and financial loss, and facilitating a quicker return to normal operations after an event like a disaster or cyberattack. These plans are crucial for organizational resilience, protecting a company's reputation, and helping to maintain customer trust and eligibility for funding. 

Looking more in depth of why you should have a COOP or BCP is to:

Minimize Losses: Disasters can cause significant financial setbacks, including lost revenue, increased expenses, and potential fines. A well-defined plan helps minimize these losses and ensures financial stability during and after a crisis.

Operational Resilience: A good plan equips your organization to adapt and continue its operations despite challenges, ensuring long-term resilience and a better chance of survival after a disruption. It also increases your ability to serve your clients or community when they may need you the most. 

Maintain Client / Community Trust: An organization that can consistently deliver during disruptions builds and maintains trust and loyalty.

Provide Employee Well-being and Morale: A good plan also demonstrates a commitment to employee well-being and provides a framework for communication and support during challenging times, potentially boosting morale and productivity. 




COOP or BCP answers the following questions:

• Where could/should we go?

• How would we communicate and what would we say?

• What do we do and what functions are most important?

• What equipment is needed to continue our job?

Continuity of Operations Plan 

• Where could/should we go?
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A COOP or BCP answers the following basic questions for an organization facing a disruption:

 Who is in charge?

 Where could or should we go?

 How would we communicate and what would we say?

 What do we do and what functions are most important?

 What equipment is needed to continue our job?




Key elements should include:

Continuity of Operations Plan 

Risk Assessment

Team and 
Responsibilities

Data Backup and 
Recovery

Communication 
Plan

Testing and 
Training
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A strong COOP plan should include the following:

Risk Assessment: Identify and assess potential risks and threats that could disrupt your business operations. Consider both internal risks like technology failures or key employee departures, and external risks like natural disasters, cyberattacks, or economic downturns.

Team and Responsibilities: Form a COOP team or assign specific individual's roles and responsibilities related to the plan. This ensures a coordinated and efficient response during a crisis.

Communication Plan: Establish protocols for communicating with employees, customers, suppliers, and other stakeholders during a crisis. Designate communication channels and roles to ensure timely and accurate information dissemination.

Data Backup and Recovery: Implement robust data backup and recovery strategies to protect crucial business data from loss or corruption. Regularly back up data, ideally with off-site and cloud-based solutions, and test recovery procedures.

Testing and Training: Regularly test the plan's effectiveness through drills, simulations, and tabletop exercises. Conduct training for employees on their roles and responsibilities within the COOP and incorporate lessons learned to refine the plan. 



Risk Assessment
Identifying and assessing potential disruptions:

Internal risks External risks
• Technology failures • Natural disasters

• Key employee departures

• Supply chain disruptions

• Cybersecurity attacks
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A risk assessment is a process for identifying and analyzing potential disruptions by evaluating their likelihood (probability) and potential harm (impact)
Possibility/Probability: How likely an event is to occur.
Impact/Severity: The potential consequences of the event.

You would then prioritize those risks.

(these are some but not inclusive of all the possible disruptions that your organization may face) 

1. Internal risks
Internal risks originate within the organization and are often tied to its operations, resources, and decision-making processes.  Some examples are:

a) Technology failures
Risk: Outdated software, hardware malfunctions, system outages, data breaches, cybersecurity attacks.
Assessment: Likelihood: Medium to High, depending on the age and maintenance of infrastructure, and cybersecurity defenses.
Impact: Can range from minor disruptions to significant downtime, data loss, financial losses, reputational damage, and legal repercussions. 

b) Key employee departures
Risk: Loss of critical expertise, disruption of operations due to knowledge gaps, decreased productivity, and potential loss of intellectual property.
Assessment: Likelihood: Medium, especially in a competitive job market.
Impact: Can be high, particularly if the departure is sudden or involves employees with specialized skills. 

2. External risks  External risks arise from factors outside the organization and are generally less predictable and beyond direct control.  Here are some examples that you may face:

a) Natural disasters
Risk: Hurricanes, floods, earthquakes, fires, or pandemics can cause physical damage to facilities, disruptions to supply chains, power outages, and hinder employee access to workplaces.
Assessment: Likelihood: Varies depending on geographical location and specific industry, but is generally increasing due to climate change.
Impact: Can be catastrophic, leading to significant financial losses, business interruption, and threats to employee safety. 

b) Cybersecurity threats
Risk: Ransomware, phishing scams, data breaches, and other cyberattacks can compromise data integrity, disrupt operations, lead to financial losses, damage reputation, and result in legal penalties.
Assessment: Likelihood: High, given the increasing sophistication and frequency of cyber threats.
Impact: Can be significant, including financial loss, reputational damage, and legal issues. 

e) Supply chain disruptions
Risk: Disruptions due to natural disasters, geopolitical events, vendor failures, or logistical challenges can lead to material shortages, production delays, increased costs, and impact customer satisfaction.
Assessment: Likelihood: Medium to High, as global supply chains are increasingly interconnected and susceptible to various factors.
Impact: Can be significant, causing production halts, financial losses, and reputational damage. 



Multiple Levels of Planning

Presenter
Presentation Notes
As you are developing your plan, you will want to have multiple levels of backup. 

For example, if your head of your organization is on vacation and the acting manager becomes ill, who is in charge until someone is able to take control or if your location becomes unusable where would you go. 

A simple way to plan for this is using the PACE, which stands for Primary, Alternate, Contingency, and Emergency. Although this is a military term it is a methodology and a thought process used in planning to ensure operational continuity during various situations. It involves establishing a hierarchy, with the primary method being the preferred and most efficient, followed by progressively less optimal backup options. This strategy mitigates risks and ensures the continuity of essential processes, even in the event that primary methods fail. 

Whether you are a Navy SEAL, a Fortune-500 CEO, or a small business owner, P.A.C.E. planning is about mitigating risk by developing 3 optional plans. Some may refer to it as backup plans. 

If the Primary plan doesn’t work, go to the Alternate.
If the Alternate doesn’t work, do the Contingency Plan.
If that fails, then accomplish your mission with the Emergency plan.

This is of course scalable to your organization and resources that you may have.

Utilizing P.A.C.E. isn’t rocket science – but is a simple and effective tool you can use to ensure that you accomplish your mission and get the job done.




Team and Responsibilities

Team Leader

Operations Lead

Finance Lead

Communication 

Coordinator

Human Resources

A Continuity of 
Operations (COOP) 

plan requires a 
well-structured 

team with clearly 
defined roles and 
responsibilities. 
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To ensure a coordinated and efficient response during a crisis, a COOP requires a well-structured team with clearly defined roles and responsibilities.  These positions are scalable and may be held by a single person or divided across the organization. They should be based on the position and not a specific person. 

Team Leader: Oversees the overall COOP effort, activates the plan, and ensures essential functions are maintained.

Operations Lead: Responsible for executing the COOP plan, including response and recovery efforts. Includes personnel from key operational areas like facilities, security, and IT.

Finance Lead: Tracks and documents all costs, handles payroll, emergency purchases, and coordinates with insurance and risk management.

Communication Coordinator: Manages internal and external communication throughout the crisis, develops messaging, handles media relations, and monitors social media.

Human Resources: Supports employees affected by the crisis, manages internal communications, ensures compliance with labor laws, and assists with relocation or evacuation efforts. 

Define and document responsibilities by creating clear roles with descriptions outlining the main tasks, performance standards, reporting structure, and collaboration needs for each team member and make access to these role descriptions and responsibilities to all team members,  making certain to have access offline also. 






Communication Plan

A comprehensive 
crisis 

communication 
plan is crucial for 

maintaining 
transparency and 

trust during 
emergencies. 

Identify Stakeholders

Establish Communication 
Channels

Develop Key Messaging

Establish Protocols for 
Information Dissemination

Some Key Components are:
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A comprehensive crisis communication plan is crucial for maintaining transparency and trust during emergencies. It involves establishing clear communication protocols, designating communication channels, and assigning roles to ensure timely and accurate information dissemination to employees, customers, suppliers, and other stakeholders.

Identify Stakeholders:
Determine all individuals and groups who need to be informed during a crisis, including employees, customers, suppliers, investors, media, and community members.   
  For your staff, list out the team leaders and their roles during an emergency. Make a list of key partners, - Insurance Agent, IT Support, Bank/Financial Institution, Key     
  Vendors or Suppliers with their contact information and if possible, alternate contact information.

Establish Communication Channels:
Identify and utilize appropriate channels for each stakeholder group. This may include email, phone calls, text messages, social media, company websites, and dedicated communication platforms. 

Develop Key Messaging:
Create pre-approved templates and key messages for different crisis scenarios to ensure consistency and accuracy in communication. 

Establish Protocols for Information Dissemination:
Determine how information will be shared, including frequency, timing, and format, to ensure timely and effective communication during the crisis. 



Essential Functions
The primary, most critical duties and tasks that an organization or 
individual must perform to fulfill its purpose, sustain operations, or 
hold a position

Essential 
Functions
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Essential Functions
 
A Business Continuity Plan centers on each organization’s Essential Functions. An Essential Function or (EF) is a task or service that either must be continued through a disruption or restored as soon as possible in order to continue the critical functioning of the organization as a whole. Essential functions are your agency’s ordinary, day-to-day, critical functions – not your agency’s extraordinary, emergency response functions.  Essential Functions almost always include Human Resources, Information Technology, and Finances.
  
Questions you should consider when identifying Essential Functions:

Is the function necessary to achieve your mission or maintain your organization’s business?
Are other functions or departments dependent on this function for its successful completion?
Are these services that your agency’s customers/clients depend on?
Is there a potential for significant revenue loss if this function is not performed?
Does the function fulfill a legal obligation?
Does the function play a key role in maintaining the organization’s reputation?
Does the function safeguard an irreplaceable asset?



Data Backup and Recovery

Implementing a 
robust backup and 
recovery strategy 

is essential for any 
organization to 
protect against 

data loss. 

Identifying Critical Data And 
Systems

Establishing A Backup 
Schedule

Storing Backups Securely

3-2-1 Backup Rule

Some Key Elements are:
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Implementing a robust backup and recovery strategy is essential for any organization to protect against data loss. This involves creating regular backups of critical data and systems, establishing procedures for restoring data, and testing the recovery process regularly. 


Identifying critical data and systems:  Determine which data and systems are essential for business operations and prioritize their backup and recovery. 


Establishing a backup schedule:   Define how often backups should be performed based on the criticality of the data and your recovery point objectives.


Storing backups securely:  Protect your backup data from unauthorized access and loss by implementing appropriate security measures like encryption and offsite storage.


3-2-1 Backup Rule:   Maintain three copies of your data, using two different storage media, and keep one copy offsite. 






Testing and Training
It is essential to regularly test and train employees on your Continuity of Operations 
Plan (COOP) to ensure its effectiveness and validate your organization's ability to 
maintain essential functions during disruptions.

Planning 

Implementation

Testing

Maintenance

Community 
Program 

Management 
Cycle 
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It is essential to regularly test and train employees on your Continuity of Operations Plan (COOP) to ensure its effectiveness and validate your organization's ability to maintain essential functions during

COOP plans should be reviewed and tested at least annually to ensure information remains current and procedures are effective. 

This can be done with simple meeting around a table and discussing the possibilities, probabilities and possible resolutions to those possibilities. 

Training ensures employees understand their roles and responsibilities, fostering a culture of preparedness and enabling a swift and coordinated response during emergencies. 

Training should cover various aspects of the COOP plan, including communication protocols, alternate site procedures, and emergency response protocols. 
You may want to test your plan using different scenarios for example:
An example for a power outage:
Immediately contact utility providers and emergency services (e.g., 911) if fire or electrical hazards are present.
Secure sensitive data and safely shut down non-essential systems and equipment to prevent damage upon power restoration.
Activate backup power sources (e.g., generators) and ensure proper usage protocols are followed.
Communicate with employees, customers, and stakeholders to provide updates and manage expectations.
Implement evacuation plans if necessary, ensuring clear exit paths and providing emergency lighting.
Monitor for potential environmental hazards like gas leaks or fumes, ensuring detectors are functional.
Maintain accessible first-aid kits and ensure staff are trained in basic emergency medical response.
�Other events may have different needs or challenges so you probably would want to test a few different scenarios to make sure you try to cover all all-different types of hazards. 
 
The COOP program should be continuously refined and updated based on the lessons learned from testing and training. 



Business Continuity Worksheet 
is available for you to complete
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We have put together a worksheet that can help you prepare your plan.  



Brian Massey,  Program Manager
brianmassey@hpcswf.com

 Mobile: 239.270.1041 |  Office: 239.433.6700 ext. 302
 12220 Towne Lake Dr, Suite # 1, Fort Myers, FL 33913

Presenter
Presentation Notes



mailto:brianmassey@hpcswf.com

	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17



