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Cybersecurity Program Toolkit Toolkit #25098002

TOOLKIT OVERVIEW

Purpose

As an adjunct of the Implementing Cybersecurity Programs: A Great Lakes Regional
Cybersecurity Workshop, the Cybersecurity Programs Toolkit for Healthcare Coalitions is
provided to workshop participants. The toolkit is intended as a single-source resource to aid
Healthcare Coalition Regional Coordinators to implement robust cybersecurity programs. The
toolkit is organized and written to directly address the cybersecurity activities required in the
ASPR Hospital Preparedness Program (HPP) Cooperative Agreement (EP-U3R-24-001).

Selective Content

Across the various federal agencies and their cybersecurity programs, there are thousands of
educational, planning, and exercise resource materials for all sectors of governmental, business
and non-profits. From the vast library of resources, content for this toolkit has been selectively
curated to best serve the mission and cybersecurity programs of the Healthcare Coalitions in
FEMA Region 5. Where available, cybersecurity content unique to Healthcare and Public Health
(HPH) organizations has been selected over non-sector specific, generic content.

Toolkit Lifecycle

The profession of cybersecurity is a dynamic, ever-changing, ever-evolving discipline. Constant
evolution creates a short lifecycle for policies, resources and materials. The content of this
toolkit is valid and accurate at the time of publication. Subsequent updated editions of the toolkit
are not planned. Hyperlinks embedded within the toolkit may quickly become outdated and
stale. After April 2025, users are recommended to revalidate source materials.

Funding Statement

As of 8 Apil 2025, Region V for Kids Pediatric Disaster Center of Excellence is funded by a
grant from the Administration for Strategic Preparedness and Response (ASPR) within the U.S.
Department of Health and Human Services (#U3REP190615-10-13). The toolkit writers are
supported by this grant. The content provided herein reflects the authors' viewpoints and
perspectives. The content does not represent the official views or endorsements of the
Administration for Strategic Preparedness and Response (ASPR), the Department of Health and
Human Services (HHS), or the United States Government. For more information, visit
ASPR.gov
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HEALTHCARE AND PUBLIC HEALTH SECTOR-
Place organization SPECIFIC CYBERSECURITY ASSESSMENT

logo here
(1.5” x 1.5”) for

(Healthcare Coalition name here)

Goal: To complete a cybersecurity assessment of the Healthcare Coalition’s jurisdiction in
accordance with Health and Human Services (HHS) and Assistant Secretary for Preparedness
and Response (ASPR) standards. The assessment identifies, at a high level, the practices
and/or systems the HCC has in place that correspond to the Healthcare and Public Health

(HPH) Sector-Specific Cybersecurity Performance Goals (CPGs).

Standards:
1. HHS Healthcare and Public Health (HPH) Sector Cybersecurity Performance Goals
(HHS Hospital and Public Health sector CPGs)
2. ASPR Hospital Preparedness Program Cooperative Agreement (EP-U3R-24-001)

(FY24 HPP NOFO)

Use: This Cybersecurity Assessment form is designed to be completed by a HCC
representative during a meeting or workshop of HCC partner organizations. In a group
discussion, participants identify their organizations cybersecurity practices for each of the
essential and enhanced Cybersecurity Performance Goals. An assessment of the overall HCC
status for each goalis recorded. If needed, immediately consider and select appropriate

mitigation strategies from the listed strategies.

Healthcare Coalition:

Date of Assessment:

State and geographic description of the HCC (i.e. Southwest Ohio):
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HCC partner organizations participating in the cybersecurity assessment:
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Identify mitigation strategies

Based on the 10 Essential Goals listed below, HCCs identify mitigation strategies that
will address their HCC gaps in the goals for cyber preparedness and resiliency. See
Appendix 1 of the HHS Healthcare and Public Health (HPH) Sector Cybersecurity
Performance Goals (HHS Hospital and Public Health sector CPGs) for detailed
mitigation strategies of each performance goal. The identification of mitigation

strategies has been incorporated into the 10 Essential Goals cybersecurity
assessmentin the form of checkbox lists (). If a significant gap is identified, review
and checklist and select appropriate mitigation strategies.

10 Essential Goals to help healthcare organizations address common vulnerabilities.

1.

Mitigate Known Vulnerabilities

Do organizations of the HCC work to reduce the likelihood of threat actors exploiting
known vulnerabilities to breach the organization’s networks that are directly
accessible from the Internet?

Yes / No (circle one)

Record any significant comments or observations from HCC partners:

Is mitigating know vulnerabilities a significant cybersecurity gap from the perspective
of the overall healthcare coalition?

Yes / No (circle one)

If yes, select mitigation strategies that will address the identified gaps in mitigating

know vulnerabilities:
Identify asset vulnerabilities by:
[] Host/Server-Based Scanning

] Scanning of Web Applications

Remote access is managed by:

[] Use of Basic Endpoint Protection Controls
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2. Email Security

Do organizations of the HCC work to reduce risk from common email-based threats,
such as email spoofing, phishing, and fraud?

Yes / No (circle one)

Record any significant comments or observations from HCC partners:

Is email security a significant cybersecurity gap from the perspective of the overall
healthcare coalition?

Yes / No (circle one)
If yes, select mitigation strategies that will address the identified gaps in email
security:
Implement email security by:
[] Basic Email Protection Controls
L] Workforce Education

[] Multifactor Authentication for Email Access

3. Multifactor Authentication
Do organizations of the HCC add a critical, additional layer of security, where safe and
technically capable, to protect assets and accounts directly accessible from the
Internet?
Yes /No (circle one)

Record any significant comments or observations from HCC partners:

Is multifactor authentication a significant cybersecurity gap from the perspective of

the overall healthcare coalition?
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Yes / NoO (circle one)

If yes, select mitigation strategies that will address the identified gaps in multifactor
authentication:

[ Verify Identities and Issue Credentials

[] Authenticate Users, Devices, and Assets

] Implement Multifactor Authentication for Remote Access

4. Basic Cybersecurity Training

Do organizations of the HCC ensure organizational users learn and perform more
secure behaviors?

Yes / No (circle one)

Record any significant comments or observations from HCC partners:

Is basic cybersecurity training a significant cybersecurity gap from the perspective of
the overall healthcare coalition?

Yes /No (circle one)

If yes, select mitigation strategies that will address the identified gaps in basic

cybersecurity training:
Establish training programs for:
L1 Initial Workforce Education

L] Annual Security Awareness and Training

5. Strong Encryption

Do organizations of the HCC deploy encryption to maintain confidentiality of sensitive
data and integrity of Information Technology (IT) and Operational Technology (OT)?

Yes / NO (circle one)

Record any significant comments or observations from HCC partners:
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Is strong encryption a significant cybersecurity gap from the perspective of the overall
healthcare coalition?

Yes / No (circle one)

If yes, select mitigation strategies that will address the identified gaps of strong
encryption:

] Implement Email Encryption

6. Revoke Credentials for Departing Workforce Members (Including

Employees, Contractors, Affiliates, and Volunteers)

Do organizations of the HCC prevent unauthorized access to organizational accounts
or resources by former workforce members, including employees, contractors,
affiliates, and volunteers by removing access promptly?

Yes / No (circle one)

Record any significant comments or observations from HCC partners:

Is revocation of credentials a significant cybersecurity gap from the perspective of the
overall healthcare coalition?

Yes / No (circle one)
If yes, select mitigation strategies that will address the identified gaps in credentials
revocation:

Improve identity and access management through:

L] Provisioning, Transfers and Deprovisioning Procedures

[ ] Authentication
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7. Basic Incident Planning and Preparedness

Do organizations of the HCC ensure safe and effective organizational responses to,
restoration of, and recovery from significant cybersecurity incidents?

Yes / No (circle one)

Record any significant comments or observations from HCC partners:

Is basic incident planning and preparedness a significant cybersecurity gap from the
perspective of the overall healthcare coalition?

Yes / No (circle one)
If yes, select mitigation strategies that will address the identified gaps in basic
incident planning and preparedness:

Improve security operations center and incident response with:

[] Backup Strategies
[ Security Operations Policies

[ Incident Response Plans

8. Unique Credentials
Do organizations of the HCC use unique credentials inside organizations’ networks to
detect anomalous activity and prevent attackers from moving laterally across the
organization, particularly between IT and OT networks?
Yes / No (circle one)

Record any significant comments or observations from HCC partners:
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Is unique credentialing a significant cybersecurity gap from the perspective of the
overall healthcare coalition?

Yes / No (circle one)

If yes, select mitigation strategies that will address the identified gaps in unique
credentials:

Improve identity and access management by:
L] Identity Verification
L] Provisioning, Transfers, and Deprovisioning Procedures
L] Authentication

[] Multifactor Authentication for Remote Access

9. Separate User and Privileged Accounts

Do organizations of the HCC establish secondary accounts to prevent threat actors
from accessing privileged or administrative accounts when common user accounts
are compromised?

Yes / No (circle one)

Record any significant comments or observations from HCC partners:

Is separation of user and privileged accounts a significant cybersecurity gap from the
perspective of the overall healthcare coalition?

Yes / No (circle one)
If yes, select mitigation strategies that will address the gap in separation of user and
privilege accounts:

Improve identity and access management by:
[ Identity Verification
] Provisioning, Transfers, and Deprovisioning Procedures
[ Authentication

[ ] Multifactor Authentication for Remote Access
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10. Vendor/Supplier Cybersecurity Requirements

Do organizations of the HCC identify, assess, and mitigate risks associated with third-
party products and services?

Yes / No (circle one)

Record any significant comments or observations from HCC partners:

Is evaluation and mitigation of third-party cybersecurity risks a significant
cybersecurity gap from the perspective of the overall healthcare coalition?
perspective of the overall healthcare coalition?

Yes / No (circle one)
If yes, select mitigation strategies that will address the gap in evaluation and

mitigation of third-party cybersecurity risks:

[ Cybersecurity Risk Assessment and Management
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10 Enhanced Goals to help healthcare organizations elevate their cybersecurity

capabilities and level of defense.

11. Asset Inventory

Do organizations of the HCC identify known, unknown (shadow), and unmanaged
assets to more rapidly detect and respond to potential risks and vulnerabilities?
Yes / No (circle one)

Record any significant comments or observations from HCC partners:

Is asset inventory a significant cybersecurity gap from the perspective of the overall
healthcare coalition?

Yes / No (circle one)

12. Third Party Vulnerability Disclosure
Do organizations of the HCC establish processes to promptly discover and respond to
known threats and vulnerabilities in assets provided by vendors?
Yes / No (circle one)

Record any significant comments or observations from HCC partners:

Is third-party vulnerability disclosure a significant cybersecurity gap from the
perspective of the overall healthcare coalition?

Yes / NO (circle one)
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13. Third Party Incident Reporting

Do organizations of the HCC establish processes to promptly discover and respond to
known security incidents or breaches across vendors and service providers?

Yes / No (circle one)

Record any significant comments or observations from HCC partners:

Is third-party incident reporting a significant cybersecurity gap from the perspective of
the overall healthcare coalition?

Yes / No (circle one)

14. Cybersecurity Testing

Do organizations of the HCC establish processes to promptly discover and
responsibly share vulnerabilities in assets discovered through penetration testing and
attack simulations?

Yes / No (circle one)

Record any significant comments or observations from HCC partners:

Is cybersecurity testing a significant cybersecurity gap from the perspective of the
overall healthcare coalition?

Yes / NO (circle one)
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15. Cybersecurity Mitigation

Do organizations of the HCC establish processes internally to act quickly on
prioritized vulnerabilities discovered through penetration testing and attack
simulations?

Yes / No (circle one)

Record any significant comments or observations from HCC partners:

Is rapid cybersecurity mitigation a significant cybersecurity gap from the perspective
of the overall healthcare coalition?

Yes / No (circle one)

16. How to Respond to Relevant Threats

Do organizations of the HCC ensure organizational awareness of and ability to detect
relevant threats and TTPs at endpoints, ensure organizations are able to secure entry
and exit points to its network with endpoint protection?

Yes / No (circle one)

Record any significant comments or observations from HCC partners:

Is detection and response to relevant threats and Tactics, Techniques, and
Procedures (TTP) a significant cybersecurity gap from the perspective of the overall
healthcare coalition?

Yes / No (circle one)
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17. Network Segmentation
For organizations of the HCC, are mission critical assets separated into discrete
network segments to minimize lateral movement by threat actors after initial
compromise?
Yes / No (circle one)

Record any significant comments or observations from HCC partners:

Is network segmentation a significant cybersecurity gap from the perspective of the
overall healthcare coalition?

Yes / No (circle one)

18. Centralized Log Collection
Do organizations of the HCC collect necessary telemetry from security log data
sources within the hospital’s network that maximizes visibility, cost effectiveness, and
faster response to incidents?
Yes /No (circle one)

Record any significant comments or observations from HCC partners:

Is centralized log collection a significant cybersecurity gap from the perspective of the
overall healthcare coalition?

Yes / No (circle one)
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19. Centralized Incident Planning and Preparedness

Do organizations of the HCC ensure organizations consistently maintain, drill, and
update cybersecurity incident response plans for relevant threat scenarios?

Yes / No (circle one)

Record any significant comments or observations from HCC partners:

Is centralized incident planning and preparedness a significant cybersecurity gap from
the perspective of the overall healthcare coalition?

Yes / No (circle one)

20. Configuration Management

Do organizations of the HCC define secure device and system settings in a consistent
manner and maintain them according to established baselines?

Yes /No (circle one)

Record any significant comments or observations from HCC partners:

Is configuration management a significant cybersecurity gap from the perspective of
the overall healthcare coalition?

Yes / No (circle one)

Page | 17



Describe community impact

1. Provide a brief description of communities within your HCC’s

geographical area that are most impacted by disaster.

2. Describe how a cyber incident would impact those most-impacted

communities described above.
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INTRODUCTION

A. Purpose

e To improve the overall cybersecurity protection and resiliency of (Healthcare Coalition
name here)

e To describe the goals, objectives, strategies, roles, and responsibilities within the
(Healthcare Coalition name here) to prioritize the implementation of high-impact
cybersecurity practices

e To describe at a high-level the steps they intend to take to address cybersecurity gaps
identified in a (Healthcare Coalition name here) Cybersecurity Assessment(s) (See
Appendix 1)

B. Scope

This plan covers the steps (Healthcare Coalition name here) conducts to improve cybersecurity
practices in a multi-system preparedness and mitigation approach to an emerging
cybersecurity threats and attacks. This plan is to be used in concurrence with facility and local
public health cybersecurity plans and information technology (IT) practices.

C. Overview/Background of HCC and Situation

Location

(Insert a geospatial description to include the state, counties, and major municipalities of the

HCC).

Members

The (Healthcare Coalition name here) consists of a variety of healthcare organizations. The HCC
Core members include hospitals, EMS, Emergency EMA’s and Public health agencies. Additional
HCC members may include, but are not limited to, the following:

Behavioral Health Services and organizations

Dialysis centers and regional Centers for Medicare & Medicaid Services (CMS)-
funded end-stage renal disease (ESRD) networks

Federal facilities (e.g., U.S. Department of Veterans Affairs (VA) Medical
Centers, Indiana Health Service facilities, military treatment facilities)

Home health agencies (including home and community-based services)
Infrastructure companies (e.g., utility and communication companies)
Jurisdictional partners, including cities, counties, and tribes

Local public safety agencies (e.g., law enforcement and fire services)

Medical and device manufacturers and distributors

Outpatient health care delivery (e.g., ambulatory care, clinics, community and
tribal health centers, Federally Qualified Health Centers (FQHCs), urgent care
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centers, freestanding emergency rooms, stand-alone surgery centers)
e Primary care providers, including pediatric and women’s health care providers
e Schools and universities, including academic medical centers
e Skilled nursing, nursing, and long-term care facilities
e Support service providers (e.g., clinical laboratories, pharmacies, radiology,
blood banks, poison control centers)
e Agency/facility public information specialists

D. Planning Assumptions
The following assumptions have been made for planning purposes:

e Each (Healthcare Coalition name here) member has primary responsibility for their
organization’s IT and Cybersecurity programs

e The (Healthcare Coalition name here) cybersecurity program operates solely in the
prevention and preparedness phases of Emergency Management

e Cyber-attacks will degrade, disrupt, and potentially terminate the operations for
targeted organizations

e Medical organizations and their Electronic Medical Records are prime targets for
cyber criminals

e The strength of 3™ party vendor cybersecurity programs represents a vulnerability
for HCC members
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CONCEPT OF SUPPORT OPERATIONS

A. Evaluate

In partnership with coalition members, the (Healthcare Coalition name here) completed a
Cybersecurity Assessment for the HCC’s jurisdiction. The assessment informs the prioritization of
high-impact cybersecurity practices. The assessment:

¢ Assessed use of cybersecurity practices. Identified, at a high level, the practices and/or
systems that the HCC has in place that correspond to the Healthcare and Public Health
(HPH) Sector-Specific Cybersecurity Performance Goals (CPGs) to strengthen cyber

preparedness and resiliency
e Described community impact. Described the impact of a potential cyber incident on
communities most impacted by disasters
¢ Identified mitigation strategies. Based on the ten essential HPH Sector Specific CPGs,
determined where the HCC has gaps and identified mitigation strategies that will address
the priority areas for cyber preparedness and resiliency. See the following documents for
detailed mitigation strategies:
1. HHS Technical Volume 2: Cybersecurity Practices for Medium and Large Healthcare
Organization (Link)
2. HHS Healthcare and Public Health Sector-specific Cybersecurity Performance Goals
(CPGs) (Link)

B. Prioritize

The HCC will analyze the gaps and mitigation strategies reported in the Cybersecurity
Assessment to identify the top three most impactful activities the HCC can conduct to improve
cybersecurity protection and resiliency. While evaluating the gaps and mitigation strategies, the
HCC will consider these factors:

¢ High impact. Identify cybersecurity practices that have the greatest return upon
investment of HCC resources: i.e., which practice gives the greatest bang for the
buck.

e Broadest impact. Consider the percentage of HCC members to benefit from each of the
practices, ensuring that the cybersecurity practice serves the largest audience.

e Access to cybersecurity resources. Evaluate the technical complexity of a cybersecurity
practice against the HCC’s internal level of expertise to identify activities that will require
recruitment of external subject matter experts.

e Existing Resources. Scrub the HHC cybersecurity gaps and mitigation strategies against

available resources and programs from federal and state organizations.
24
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C. Plan High-Impact Activities

The HCC selects and plans the methods to implement each of the top three high-impact
activities. While thinking about an education, an exercise or a testing approach, the HCC
considers these implementation methods:

Coordinate technical assistance Monitoring federal updates on cyberattacks
Connect the HCC to federal resources Promoting existing programs

Cybersecurity Education Providing situation awareness updates
Cybersecurity Exercises Training on specific cyber practices
Informational briefings Workshop common cybersecurity gaps

List federal and state resources

lll. ADDITIONAL CONSIDERATIONS

A. Situational Awareness

The HCC has a responsibility to monitor and remain informed on current cyber-attacks and
activity. The Cyber and Infrastructure Security Agency (CISA) maintains a real time update on
cyber threats and attacks: see CISA Cybersecurity Alerts and Advisories. The HCC and
members monitor the cybersecurity alerts and advisories.

B. Communications

e When possible, the HCCs adds cybersecurity awareness and updates to coalition monthly
meetings.

e As needed the HCC uses email listservs to share ad hoc and time-sensitive cybersecurity
information.

e The HCC routinely shares information regarding 1) the current cybersecurity conditions in
the community, 2) accurate and up to date cyberattack announcements, and 3) changing
federal cyber policies.
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APPENDIX 1

Pace HEALTHCARE AND PUBLIC HEALTH SECTOR-
organizaton logo SPECIFIC CYBERSECURITY ASSESSMENT
here
(1.5"x 1.57) for
[Insert the HCC Cybersecurity Assessment
Here]

Goal: To complete a cybersecurity assessment of the Healthcare Coalition's jurisdiction in
accordance with Health and Human Services (HHS) and Assistant Secretary for Preparedness
and Response (ASPR) standards, The assessment identifies, ot o high level, the practices
and/or systems the HCC has in place that correspond to the Healthcare and Public Health
{HPH) Sector-Specific Cybersecurity Performance Goals (CPGs).

Standards:
1. HHS Healthcare and Public Health (HPH) Sector Cybersecurity Performance Goals
: . Publi
2. ASPR Hospital Preparedness Program Cooperative Agreement (£9.02R.24.001)
(EX24 HEP NOFQ)

Use: This Cybersecurity Assessment form is designed to be completed by a HCC
representstive dunng a meeting or workshop of HCC partner organizations. In a group
discussion, participants identify their organizations cybersecurity practices for each of the
ossontial and enhanced Cybersecurity Performance Goals. An assessmaent of the overall HCC
status for each goalis recorded. If needed, immediately consider and select appropriate
mitigation strategies from the listed strategies.

Healthcare Coalition:

Date of Assessment:

State and geographic description of the HCC (i.e. Southwest Ohio):

I
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Cybersecurity Tabletop Exercise for
Healthcare and Public Health Sector

[Enter Organization Name]

Exercise Plan
[Date]

The Exercise Plan (ExPlan) gives officials, observers, media personnel, and representatives from
participating organizations information they need to observe or participate in the exercise. Some
exercise material is intended for the exclusive use of exercise planners, controllers, and
evaluators, but participants may view other materials that are necessary to their performance. For
this discussion-based cybersecurity tabletop exercise, all exercise participants may view the
ExPlan
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Exercise Plan (ExPlan) Cybersecurity TTX

Exercise Name

Exercise Dates

Scope

National Institute of
Standards and
Technology (NIST)
Cybersecurity
Framework
Functions

Health and
Human Services
(HHS)
Cybersecurity
Performance
Goals (CPGs)

Objectives

Threat or Hazard

EXERCISE OVERVIEW

Cybersecurity Tabletop Exercise for Healthcare and Public Health Sector
[Enter exercise date]

This exercise is a discussion-based tabletop exercise, planned for [# of hours]
hours at [exercise location]. Exercise participation is open to all partner
organizations of [Enter HCC name].

Govern, Identify, Protect, Detect, Respond, Recover

Mitigate Known Vulnerabilities Revoke Credentials
Basic Incident Planning and Preparedness Email Security
Basic Cybersecurity Training Unique Credentials
Separating User and Privileged Accounts Strong Encryption

Vendor/Supplier Cybersecurity Requirements  Multifactor Authentication

1. Provide a 15-minute briefing on the results of the [Enter HCC name]
Cybersecurity Assessment, noting identified gaps in HHS Cybersecurity
Performance Goals (Appendix C).

2. Provide a 15-minute briefing on the [Enter HCC name] Cybersecurity Support
Plan, linking the plans priorities to the two exercise scenarios.

3. Conduct two, 80-minute scenario iterations with each iteration including 1) a
scenario addressing an identified HHC cybersecurity gap, 2) a 30-minute
organizational break-out session, and 3) a 45-minute full group, facilitated
discussion.

4. During each scenario’s facilitated discussion, Identify a minimum of three
mitigation strategies to remediate the scenario’s HCC cybersecurity gap for a
total of six strategies.

5. Facilitate a 10-minute, post-exercise Hot Wash

Cyber attack

Exercise Overview

28 [Sponsor Organization]
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Exercise Plan (ExPlan) Cybersecurity TTX

Exercise Name Cybersecurity Tabletop Exercise for Healthcare and Public Health Sector

[Select the top two gaps identified in your HCC cybersecurity assessment and list
two appropriate, corresponding scenarios here]

Scenario

Sponsor [Enter HCC name].

Participating Exercise participation is open to all partner organizations of [Enter HCC name].
Organizations See Appendix B for a full list of participating organizations.

Point of Contact [Insert HCC point of contact name, position, and contact information here]

Exercise Overview 29 [Sponsor Organization]
UNCLASIFIED
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Exercise Plan (ExPlan)

Cybersecurity TTX

GENERAL INFORMATION

Building Resilience

The purpose of the Cybersecurity Tabletop Exercise is to increase the Healthcare Coalition’s
resilience by assessing and validating cyber capabilities and identifying areas for improvement.
Cyber resilience is defined as “the ability to anticipate, withstand, recover from, and adapt to adverse
conditions, stresses, attacks, or compromises on systems that use or are enabled by cyber

resources.”

Exercise Objectives and Core Capabilities

The following exercise objectives in Table 1 describe the expected outcomes for the exercise.
The objectives are linked to Health and Human Services Essential Cybersecurity Preparedness
Goals (Appendix C), which are distinct critical elements necessary to achieve the specific
National Institute of Standards and Technology (NIST) Cybersecurity Framework Functions.
The objectives and aligned CPGs are guided by the results of the [Enter HCC name] previously
completed Cybersecurity Assessment and Cybersecurity Support Plan.

Exercise Objective

Briefing the results of the HCC Cybersecurity Assessment

Cybersecurity Performance Goals

Basic Incident Planning and Preparedness

Briefing the HCC Cybersecurity Support Plan

Mitigate Known Vulnerabilities
Basic Cybersecurity Training
Basic Incident Planning and Preparedness

Two cybersecurity scenarios

Mitigate Known Vulnerabilities

Email Security

Multifactor Authentication

Basic Cybersecurity Training

Strong Encryption

Revoke Credentials

Basic Incident Planning and Preparedness
Unique Credentials

Separating User and Privileged Accounts
Vendor/Supplier Cybersecurity Requirements

Identify six mitigation strategies

Mitigate Known Vulnerabilities
Basic Incident Planning and Preparedness

Facilitate a post-exercise Hot Wash

Mitigate Known Vulnerabilities
Basic Cybersecurity Training

Table 1. Exercise Objectives and Associated CPGs

General Information

[Sponsor Organization]

UNCLASIFIED
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Exercise Plan (ExPlan) Cybersecurity TTX

Participant Roles and Responsibilities

The term participant encompasses many groups of people, not just those playing in the exercise.
For this discussion-based TTX, participants are designated as either a participant or facilitator.
Participants are not further delineated into players, controllers or observers for this exercise.

Participants and facilitators roles and responsibilities are as follows:

Participants. Participants are representatives of the health or public health sector
organizations who actively discuss their organizations cyber capabilities, policies and
practices during the exercise. Participants also note observations to contribute to exercise
planners and facilitators during a post exercise Hot Wash, debriefing or survey.

Facilitators. Facilitators plan and moderate the exercise-based discussion. Controllers
manage the pace of the exercise and prompt or initiate specific discussion topics. In
addition, they issue exercise scenario injects, monitor the exercise timeline, and manage
the videoconference platform if the TTX is conducted virtually.

Exercise Structure

This exercise is intended to be a multimedia, facilitated discussion-based exercise. The exercise

may be conducted either in an in-person workshop or virtual videoconference. Participants will

participate in the following:

e A Healthcare Coalition briefing on a previously completed Cybersecurity Assessment and
Cybersecurity Support Plan. The briefing may also contain an optional Cyber threat briefing
(if desired).

e Two scenario modules the present cybersecurity gaps identified in the assessment.

e Hotwash

Exercise Guidelines

e Respond to the scenario utilizing your knowledge of existing plans and capabilities, along
with the valuable insights derived from your training and experience.

e Decisions are not precedent-setting and may not reflect your organization’s final position on
a given issue. This exercise is an opportunity to discuss and present multiple options,
possible solutions, and suggested actions to resolve or mitigate a problem.

e There is no hidden agenda, and there are no trick questions. The resources and written
materials provided are the basis for discussion.

e Inany exercise, assumptions and artificialities are necessary to complete play within the
given time, achieve training objectives, and account for logistical limitations. Please do not
allow these factors to negatively impact your participation in the exercise.
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Assumptions

Assumptions constitute the implied factual foundation for the exercise and, as such, are assumed
to be present before the exercise starts. The following assumptions apply to the exercise:

The exercise is conducted in a no-fault learning environment wherein capabilities, plans,
systems, and processes will be evaluated.

The exercise scenario is plausible, and events occur as they are presented.
Any real-world emergencies take priority over exercise activity.
Artificialities

No artificialities apply during this discussion-based exercise.
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EXERCISE LOGISTICS
Safety

Exercise participant safety takes priority over exercise events. The following general
requirements apply to the exercise:

e A Healthcare Coalition representative is responsible for participant safety. Any safety
concerns must be immediately reported to the Healthcare Coalition leadership. The
Facilitator will determine if a real-world emergency warrants a pause in exercise play and
when exercise play can be resumed.

e For an emergency that requires assistance, use the phrase “real-world emergency.” The
following procedures should be used in case of a real emergency during the exercise:

— Anyone who observes a participant who is seriously ill or injured will
immediately notify emergency services and the closest controller, and, within
reason and training, render aid.

— The controller aware of a real emergency will announce “real-world emergency”
and provide the Facilitator with the location and description of the emergency and
resources needed, if any.

Fire Safety [delete section if not applicable]

Standard fire and safety regulations relevant to the [jurisdiction, venue, or organization] will be
followed during the exercise.

Emergency Medical Services [delete section if not applicable]

The Healthcare Coalition facilitator will coordinate with local emergency medical services in the
event of a real-world emergency.

Exercise Logistics 33 [Sponsor Organization]
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POST-EXERCISE AND EVALUATION ACTIVITIES
Debriefings

Post-exercise debriefings aim to collect sufficient relevant data to support effective evaluation
and improvement planning.

Hot Wash

At the conclusion of exercise play, facilitators conduct a Hot Wash to allow participants to
discuss strengths and areas for improvement. All participants may attend. The Hot Wash should
not exceed 30 minutes.

Evaluation

After-Action Report

The AAR summarizes key information related to evaluation. The AAR primarily focuses on the
analysis of core capabilities, including capability performance, strengths, and areas for
improvement. AARs also include basic exercise information, including the exercise name, type
of exercise, dates, location, participating organizations, mission area(s), specific threat or hazard,
a brief scenario description, and the name of the exercise sponsor and POC.

Improvement Planning

Improvement planning is the process by which the observations recorded in the AAR are
resolved through development of concrete corrective actions, which are prioritized and tracked
as a part of a continuous corrective action program.

Improvement Plan

The IP identifies specific corrective actions, assigns them to responsible parties, and establishes
target dates for their completion. It is created by Healthcare Coalition leaders and cybersecurity
professionals from the organizations participating in the exercise.
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PARTICIPANT INFORMATION AND GUIDANCE

Exercise Rules
The following general rules govern exercise discussions:

e Real-world emergency actions take priority over exercise actions.
e Exercise participants will comply with real-world emergency procedures, unless otherwise
directed by the control staff.
Participant Instructions

Participants should follow certain guidelines before, during, and after the exercise to ensure a
safe and effective exercise.

Before the Exercise
e Review appropriate organizational plans, procedures, and exercise support documents.

e Be at the appropriate site or in the videoconference room at least 15 minutes before the
exercise starts.

e Sign in when you arrive.

During the Exercise

e Respond to exercise scenario, discussion questions, and information as if the cyber-attacks
are real, unless otherwise directed by the facilitator.

e Allow equal discussion for all other participants. If asked a discussion-related question,
give a short, concise answer.

e Maintain a note of your observations and comments. Be prepared to contribute your
comments and observations during the post-exercise Hot Wash.
After the Exercise
e Participate in the Hot Wash and contribute your comments and observations.

e Provide any notes or materials generated from the exercise to your contact at the
Healthcare Coalition for review and inclusion in the AAR.

Guidance 35 [Sponsor Organization]
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Appendix A: Exercise Schedule

[Note: Copy and paste your exercise agenda/schedule here.]

Activity Descriptio Presenter

Catered Breakfast

9:00 am Start of Workshop Opening Remarks / Administrative Announcements Healthcare Coalition Director

9:10 am Healthcare Coalition Briefing on the HCC Cybersecurity Assessment Healthcare Coalition Coordinator
Cybersecurty Program Briefing on the HCC Cybersecurity Support Plan Healthcare Coalition Coordinator

9:40 am Present Scenario #1 Discussion Facilitator

9:45 am Scenario #1 Break-out discussions for organizations Participants

10:15am Large group debriefing and facilitated discussion Discussion Facilitator

11:00am | Lunch - 20 minute break

11:20 am Present Scenario #2 Discussion Facilitator

11:25 am Scenario #2 Break-out discussions for organizations Participants

11:55 am Large group debriefing and facilitated discussion Discussion Facilitator

12:40 pm Soliciting Strengths and Areas for mprovement Healthcare Coalition Coordinator

12:55 pm Closing Comments Closing Remarks Healthcare Coalition Director

1:00 pm End of Workshop

All time listed are Eastem Time (ET)
This is a DRAFT agenda that is subject to change
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Appendix B: Exercise Participants

Participating Organizations

Federal

State

[Jurisdiction A]

[Jurisdiction B]

Appendix B: Participants 37 [Sponsor Organization]
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Appendix C: HHS Cybersecurity Performance

Essential Goals

To help healthcare organizations address common vulnerabilities by
setting a floor of safeguards that will better protect them from cyber
attacks, improve response when events occur, and minimize residual
nsk

To aid in further understanding the alignment to HICP we have included
the linkz fo the HICP sub-practices page for each CPG

Mitigate Known Vulnerabilities

Email Security

Multifactor Authentication

Basic Cybersecurity Training

Strong Encryption

Revoke Credentials for Departing Workforce
Members, Including Employees, Contractors,
Affiliates, and Volunteers

Basic Incident Planning and Preparedness

Unique Credentials

Separate User and Privileged Accounts

Vendor/Supplier Cybersecurity Requirements .

Goals

Enhanced Goals

To help healthcare organizations mature their cybersecurity capabilities
and reach the next level of defense needed to protect against additional
attack vectors.

To aid in further understanding the alignment to HICP we have included
the links to the HICP sub-practices page for each CPG

Asset Inventory

Third Party Vulnerability Disclosure
Third Party Incident Reporting
Cybersecurity Testing
Cybersecurity Mitigation

Detect and Respond to Relevant Threats and
Tactics, Techniques, and Procedures

Network Segmentation
Centralized Log Collection

Centralized Incident Planning and
Preparedness

Configuration Management

Appendix C: HHS CPGs
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Appendix D: Acronyms
Acronym Term

DHS U.S. Department of Homeland Security
ExPlan Exercise Plan
HSEEP Homeland Security Exercise and Evaluation Program
SME Subject Matter Expert
Appendix D: Acronyms 39 [Sponsor Organization]
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Appendix A: HHS Cybersecurity Program

Health and Human Services Cyber Gateway (Link)

Welcome to
N2~ Health & Human Services

HHS Cyber Gateway

Connecling Ihe HeaRNCare and PUbiC Healh (HPH) Secior with SpeCiaiized healhcare specc
Cytersecurty Informalion & resources fom across the U. S Department of Heath and Human
Services and other feceri agencies

V" HPH =
v Cybersecurity %\ Questions?
v Performance Sl Contact Us!

The U.S. Department of Health and Human services has a number of CyDersecurly resources that Can suppont your

enterpose in s efforts to build 3 cyder resiient organzaton These resoure clude best pract:ce guidance, educaton

threat specific intelbgence, and more 10 eNsSure you are staying up 10 date on the most pertinent Cybersecunty resources

available 10 support the HPH sector. The graphic below lists the many programs that offer healthcare focused

@3 and tools. Browse the graphic below to find the resources your organization needs, and

cybersecurity reso
remember Cyber Safety is Patient Safety

[ HH S Headquariers
XX rvsgmere v LA
emrwgpen, O C 200
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Health and Human Services Cybersecurity
Performance Goals (Link)

HPH Cybersecurity Pesfor

Essential Goals

To help healthcare organizations address common vulnerabiities by
setting a floor of safeguards that will better protect them from cyber
attacks, improve response when events occur. and minimize resicual
nsk

70 aid in further understanding the alignment to HICF we have included
the links to the HICP sub-practices page for each CPG.

Mitigate Known Vulnerabilities

Email Security

Multifactor Authentication

Basic Cybersecurity Training

Strong Encryption

Revoke Credentials for Departing Workforce
Members, Including Employees, Contractors,
Affiliates, and Volunteers

Basic Incident Planning and Preparedness

Unique Credentials

Separate User and Privileged Accounts

Vendor/Supplier Cybersecurity Requirements +

Enhanced Goals

To help healthcare organizations mature their cybersecurity capabiities
and reach the next leve! of defense needed to protect against additional
attack vectors

To aid in further understanding the alignment to HICF we have included
the links fo the HICP sub-practices page for each CPG.

Asset Inventory

Third Party Vulnerability Disclosure

Third Party Incident Reporting

Cybersecurity Testing

Cybersecurity Mitigation

Detect and Respond to Relevant Threats and +
Tactics, Techniques, and Procedures

Network Segmentation

Centralized Log Collection

Centralized Incident Planning and
Preparedness

Configuration Management
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Appendix B: ASPR Cybersecurity Program (Link)

About L

ASPR %’u;'nrodnm& Response ®®°°©O°°

ricme| Comencs Us| &

1S Viewars & Players 3 Vulowr sbalbty Ouclosure Policy l As I R

s Operatera v ’ 2 Arpareet v

ASPR Serves as the Sector Risk Management Agency for the Health Care and Public Health Sector o
Protect Patient Health and Safety

The Healthcareand Public Health (HPH) sector continues to experience increasingly sophisticated cyberattacks
that exploit complex, interconnected IT systems st hospitals and health care facilities. Nstionwide, health care
and public health IT infrastructures sulfer from many common vuinerabilities: underfunded cybersecurity
programs, vulnerable legacy systems, a growing need for skilled cybersecurity professionals, and network-

connected medical technologies, including medical devices

These cyberattacks against the NPH sector are growing both in numbers and severity, with the frequency of
cyberattacks on hospitals and health systems more than doubling from 2016 to 2021, The HPH sector
experienced a 42 percent increase in ransomware attacks in 2022 compared to 2021. The cost of an average
health care dats breach has reached $10.93 million, according to a report from IBM Security. That's an 8% jump
from a year ago. when the average cost topped $10 million for the first time. In health care, cyber risks are
patient risks - unlike other more typical industries impacted by cybersecurity threats (e.g., energy, finance),

disruptions in health care could cost lives
ASPR has worked with our partners in HHS, across the federal government, and with industry to develop

resources to help hospitals and heaith care facilities protect themselves and their patient’s from cyber attacks,

ASPR leads the HHS divisions and works with our public and private partners to provide guidance and
support to help enhance cybersecurity for the health care and public health sectors,

Learn more about ASPR's role In cybersecurity

Subscribe to ASPR's
Cybersecurity Bulletins

Get information on cyber incidents, news. resour

engagement opportunities, and security updates

sent right to your inbox

V) Stay Informed. Subscribe Today.
i'_"' Read the Bulletin,

©®006060000

01, Ade einita s atangn P eper edrwss and Ruspore (ASPE) 200

e rdency Ave . Wimdargton
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Appendix C: ASPR Hospital Preparedness Program

Notice of Funding Opportunity

Application due June 18, 2024

ASPR

ice of Health Care Readiness

Hospital Preparedness
Program Cooperative
Agreement

Opportunity number: EP-U3R-24-001

SR s

2.6 Cybersecurity Assessment Due by June 30, 2025 (BP1). Review and submit updated
material each BP from BP2-BPS5.

2.6 Cybersecurity Assessment

You must work with your HCC(s) to complete Cybersecurity Assessment(s) for
their jurisdiction(s). The output of this assessment will inform other activities,
including the Cybersecurity Support Plan and Extended Downtime Support

Appendix C: ASPR HPP C-1 Region V for Kids PDCOE
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Plan. This assessment must:

o Assess use of cybersecurity practices. ldentify, at a high level, the
practices and/or systems that your HCC(s) have in place that correspond
to the Healthcare and Public Health (HPH) Sector-Specific Cybersecurity
Performance Goals (CPGs) to strengthen cyber preparedness and
resiliency.

e Describe community impact. Describe the impact of a potential cyber
incident on communities most impacted by disasters.

¢ Identify mitigation strategies. Based on the ten essential HPH Sector Specific
CPGs, determine where your HCCs may have gaps and identify

mitigation strategies that will address these priority areas for cyber
preparedness and resiliency.

Submission instructions and timeline

3.4.2 Cybersecurity Support Plan Due by June 30, 2026 (BP2). Review each BP from BP3-BP5
and submit updated material as needed.

3.4.2 Cybersecurity Support Plan

You must work with your HCC(s) to create their Cybersecurity Support Plan. Your
HCC(s) must use the Cybersecurity Assessment to inform this plan. Your HCC(s)
must describe how they will:

¢ Implement cybersecurity practices. Your HCC(s) must prioritize
implementation of high-impact cybersecurity practices and describe at a
high-level the steps they intend to take to address these gap areas. For
example, HCCs may identify “Basic Cybersecurity Training” as an HPH
Sector-Specific CPG gap area to address. An intended next step may be
updating their support plan to include high-level practices to address this
goal (e.g., hosting cybersecurity trainings, identifying relevant technical
assistance resources).

Appendix C: ASPR HPP C-2 Region V for Kids PDCOE
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Submission instructions and timeline

4.4 Cybersecurity Exercise Complete once by June 30, 2027 (BP3).

4.4 Cybersecurity Exercise

Your HCC(s) must conduct or participate in a discussion-based Cybersecurity
Exercise after they develop their Cybersecurity Support Plan. Please refer to
Appendix B: Resources for Recipients and HCCs for examples of Cybersecurity
and Infrastructure Security Agency (CISA) scenarios. You and your HCC(s)
must develop and submit an AAR/IP after completing this exercise.
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Appendix D: CISA Cybersecurity Education &
Exercise Materials

CISA Region 5 Homepage / Contacts (Link 1)(Link 2)

America’s Cyber Defense Agency

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE

Region 5

Illinois, Indiana, Michigan, Minnesota, Ohio, Wisconsin

Who We Are

Region 5 is extremely varied in terms of infrastructure and overall
contribution to the nation. Characterized by both its rural and
urban centers, the region comprises 16 percent of the nation’s

population.

Bound by the Ohio and Mississippi Rivers, these rivers are vital for
the critical barge traffic that carry agricultural products, coal, and

chemicals, and four of the five Great Lakes serve as vital inland

o

with Canada, with the busiest international rail crossings in the country and nearly one third of all crude oil imports enter the

shipping routes for iron ore, aggregates, grain, and salt. These lakes

and connecting rivers also serve as part of the international border

country through Region 5. A large agricultural area throughout the region grows corn, soybean, and fruit, and raises livestock on

dairy, swine, and turkey farms.

As part of America’s vital automotive and manufacturing centers, these robust supply chains and manufacturing plants making
everything from tin cans to armored vehicles. Driven by the auto industry, 25 percent of all U.S. - Canada trade passes through the
Detroit-Windsor corridor. Major banking and financial centers are located here, and several U.S. Fortune 500 companies call Region 5

home.

Contacts

B Regional office: CISARegion5@cisa.dhs.gov =

¥ Mediainquiries: CISAMedia@cisa.dhs.gov e

B After hours: Central@cisa.gov=

B Qrganizations can also report anomalous cyber activity and/or cyber
incidents 24/7 to SayCISA@cisa.dhs.gov = or by calling 1-844-Say-CISA
(1-844-729-2472).
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CISA Free Cybersecurity Services and Tools (Link)

Free Cybersecurity Services and Tools

In addition to offering a range of no-cost CI5A-provided cybersecurity services, CISA has compiled a list of free services

and tools provided by private and public sector organizations across the cyber community.
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CISA's Cross-Sector Cybersecurity Performance Goals
(CPGs)(Link)

Cross-Sector Cybersecurity Performance Goals

A common set of protections that all critical infrastructure entities - from large to small - should implement to

meaningfully reduce the likelihood and impact of known risks and adversary techniques.
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CISA's Cross-Sector CPGs have been organized to align to the National Institute of Standards and Technology
(NIST) Cybersecurity Framework (CSF) functions. CISA is in the process of updating its Cross-Sector CPGs to
align with NIST's CSF 2.0:

1. Govern: The organiZation's CyDeriecuity Mtk MaNSgemant SItegy, SxDectations, and policy are estabished, communicated, and

mONIered

Browse Featured SSG Content

Appendix D: CISA Resources D-3 Region V for Kids PDCOE
UNCLASSIFIED


https://www.cisa.gov/cross-sector-cybersecurity-performance-goals

Cybersecurity Program Toolkit Toolkit #25098002

Cyber Security Evaluation Tool (CSET) (Link)

Cyber Security Evaluation Tool (CSET)

RELATED TOPICS: CYBERSECURITY BEST PRACTICES, ORGANIZATIONS AND CYBER SAFETY

+
*

Description

The Cyber Security Evaluation Tool (CSET) provides a systematic, disciplined, and repeatable approach for evaluating
an organization’s security posture. CSET is a desktop software tool that guides asset owners and operators through a
step-by-step process to evaluate industrial control system (ICS) and information technology (IT) network security

practices. Users can evaluate their own cybersecurity stance using many recognized government and industry

standards and recommendations.

CSET RESOURCES =

Contact

For more information, email cset_pmo@cisa.dhs.gov =
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CISA Tabletop Exercise Packages (CTEP) (Link)

CISA Tabletop Exercise Packages

Tools for stakeholders to conduct planning exercises on a wide range of threat scenarios.

Task type: Increase your resilience Readiness Level: Foundational

RELATED TOPICS: CYBERSECURITY BEST PRACTICES, MULTIFACTOR AUTHENTICATION, CYBER THREATS AND ADVISORIES

+
L

Description

CISA Tabletop Exercise Packages (CTEP) are 2 comprehensive set of resources designed Lo assist stakeholders in
conducting their own exercises. Partners can use CTEPs to initiate discussions within their organizations about their
ability to address a variety of threat scenarios,

Each package is customizable and includes template exercise objectives, scenarios, and discussion questions as well
as a collection of references and resources. Available scenarios cover a broad array of physical security and
cybersecurity topics, such as natural disasters, pandemics, civil disturbances, industrial control systems, election
security, ransomware, vehicle ramming, insider threats, active assailants, and unmanned aerial systems. CTEPs also
provide scenario and module questions to discuss pre-incident information and intelligence sharing, incident

response, and post-incident recovery.

With over 100 CTEPs available, stakeholders can easily find resources to meet their specific exercise needs.

Cybersecurity Scenarios

These CTEPs include cybersecurity-based scenarios that incorporate various cyber threat vectors including
ransomware, insider threats, phishing, and Industrial Control System (ICS) compromise. There are also seclor-specific

cybersecurity scenarios for elections infrastructure, local governments, maritime ports, water, and healthcare.

Physical Security Scenarios

Active shooters, vehicle amming, improvised explosive devices (IEDs), unmanned aircraft systems {UASs), and many
more. There are also CTEPs that are geared towards specific industries or facilities to allow for discussion of their

unique needs.

Cyber-Physical Convergence Scenarios

Physical impacts resulting from a cyber threat vector, or cyber impacts resulting from a physical threat vector. While
CTEPs within the cyber and physical sections may touch on these subjects, convergence CTEPs are designed to
further explore the impacts of convergence and how to enhance one's resiliency.
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CISA Cybersecurity Alerts & Advisories (Link)

America’s Cyber Defense Agency =
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Pre-Ransomware Notification Initiative (Link)

Getting Ahead of the Ransomware Epidemic:
CISA’s Pre-Ransomware Notifications Help
Organizations Stop Attacks Before Damage Occurs

Released: March 23,2023
JCDC Associate Director Clayton Romans

RELATED TOPICS: CYBERSECURITY BEST PRACTICES, IDENTITY THEFT AND PERSONAL CYBER THREATS, CYBER THREATS AND ADVISORIES

Over the past several years, ransomware attacks have caused extraordinary harm to American organizations: schools forced to close, hospitals required to divert patients,
companies across all sectors facing operational disruption and expending untold sums on mitigation and recovery. At CISA, we are working with partners to take every possible

step to reduce the prevalence and impact of ransomware attacks. We recently announced an important initiative to help organizations more quickly fix vulnerabilities that are

targeted by ransomware actors. Today, we're excited to announce a related effort that is already showing impact in actually reducing the harm from ransomware intrusions: our
Pre-Ransomware Notification Initiative. Like our work to reduce the prevalence of vulnerabilities, this effort is coordinated as part of our interagency Joint Ransomware Task

Force.

Report Ransomware

We urge organizations to report observed activity. including r e indicators of comp! ise and tactics. techniques, and procedures. to CISA or our federal law
enforcement partners. You can find information on reporting at stopransomware gov.

We know that ransomware actors often take some time after gaining initial access to a target before encrypting or stealing information, a window of time that often lasts from
hours to days. This window gives us time to warn organizations that ransomware actors have gained initial access to their networks. These early warnings can enable victims to
safely evict the ransomware actors from their networks before the actors have a chance to encrypt and hold critical data and systems at ransom. Early warning notifications can

significantly reduce potential loss of data, impact on operations, financial ramifications, and other detrimental consequences of ransomware deployment.
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APPENDIX E: FBI CYBERSECURITY INTERNET
CRIME COMPLAINT CENTER (IC3)

The Internet Crime Complaint Center
(IC3) focuses on collecting victim
reports of cyber-enabled crime.

IC3 Mission Statement

The mission of the Internet Crime Complaint
Center is to provide the public and private
sector with a mechanism to submit
information to the Federal Bureau of
Investigation concerning suspected cyber-
facilitated criminal activity and to develop FEDERAL BUREAU of INVESTIGATION
effective alliances with law enforcement and Internet Crime Report
industry partners. Information is analyzed
and disseminated for investigative and
intelligence purposes to law enforcement and
for public awareness. (&

INTERNET CRIME COMPLAINT CENTER

File a Report

Submit an IC3 cybercrime report to share information with the FBI. Internet Crime Complaint
Center is the main intake form for a variety of complaints; everything from cyber-enabled fraud,
scams and cybercrime. An IC3 report is the critical first step for responding to a cybercrime
against your organization. If unsure whether your hospital’s concern qualifies as an IC3
complaint, submit a report.

ICE Website - (https://www.ic3.gov/Home/lndex)
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APPENDIX F: TERMS & ACRONYMS

Definition

Criminals use fake email to trick an employee into sending money or divulging

Business Email Compromise . . . =
confidential company information

Information that is deliberately created to mislead, harm, or manipulate an

Disinformation .
employee or hospital

Medical providers, patients, and other criminals who intentionally deceive the
Health Care Fraud ..
health care system to receive illegal benefits or payments

) ) Information that is based on fact but is used out of context to mislead. harm, or
Mal-information

manipulate
- ) False information that is not created or shared with the intention of causing
Misinformation
harm
Phishi Criminals use spoofing techniques to lure and trick employees into giving the
1ishing . oo .
® criminals access to hospital information and systems.
Malware that encrypts a hospital's medical recoreds and business data to deny
Ransomware . ..
access to files until a ransom is paid.
Spoofi Criminals disguise an email address, sender name, phone number, or website
oofing . . . .
P = URL to convince an employee they are interacting with a trusted source.
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Acronym
AAM After-Action Meeting
AAR After-Action Review
ASPR Assistant Secretary for Preparedness and Response
CISA Cybersecurity and Infrastructure Security Agency
CPGs Cybersecurity Performance Goals
CSET Cyber Security Evaluation Tool
CTEP CISA Tabletop Exercise Packages
FBI Federal Bureau of Investigation
HCC Healthcare Coalition
HHS Department of Health and Human Services
HPP ASPR Hospital Preparedness Program
HSEEP Homeland Security Exercise and Evaluation Program
IC3 FBI Cybersecurity Internet Crime Complaint Center
[P Improvement Plan
IT Information Technology
PDCOE Pediatric Center of Excellence
PRNI Pre-Ransomware Notification Initiative
TTX Tabletop Exercise
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